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Unit 1. Software Configuration Management

1. Introduction
2. Basic Concepts

3. Process of Configuration
Management

4. CASE for SCM

5. Conclusions
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Goals

4

Understanding the importance of Software Configuration
Management (SCM)

Understanding which the key activities of Software
Configuration Management are

Understanding why Version Control and Change Control must
be integrated

Understanding the difference between Change Control and
Version Control

Being able to discuss which features a CASE should provide for
SCM

Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.1 Introduction (o quen stemsmrs=
» Definition of Configuration (ISO/IEC/ IEEE 24765-2010)

The arrangement of a.computer system or component as defined by
the number, nature, and interconnections of its constituent parts

The arrangement of a system or network as defined by the nature,
number, and chief characteristics of its functional units.

The requirements, design, and implementation that define a
particular version of a system or system component.

The manner in which the hardware and software of an information
processing system are organized and interconnected.

*UCLM

In Configuration Management, the functional and
physical characteristics of hardware or software
as set forth in technical documentation or achieved in
a product

3 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management
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e y
1.1 Introduction Copl MM

» Why CM is necessary: —= Masoce 200 vecscaus & oo soffiene.
The basis of: (s srpoiet o deemodn.

Software products: multiple version of different components that are running on

different hardware and software platforms B
Software projects: everything is prone to be changed f@ﬁ wy e P

Software development teams: distributed development teams
High complexity of software systems
High demand of software

Musa’s Law: 900% rise in the demand per decade

Boehm’s law 200% rise in the costs per decade
.... But we have just a 35% rise in productivity

The own nature of software: laws of software evolution formulated by
Lehman and Belady ~» AN mg}wc,\g e c\f\va ér\(\vovté\/\ s Qﬁ%ﬁcgcﬂ\{ o CMN aNouss, = do  malw (r(/uts

An E-program is written to perform some real-world activity; how it should behave
is strongly linked to the environment in which it runs, and such a program needs
to adapt to varying requirements and circumstances in that environment

Law of Continuing Change: an E-type system must be continually adapted or it
becomes progressively less satisfactory

4 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.1 Introduction

» How Configuration Management helps us:

pere>= é@ C}gif W‘
\ \/@W% N\(S Y

To manage a system well, you have to know how-it’s built

In order to know what you’ve got after a change, you have to
know what you had before the change

To find & fix a problem, you usually have to know in some
detail what you configuration was
LS peed b Mvow M mf/wtwvx ,

It is finally an activity of Quality Assurance applied from
inception to maintenance

5 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.2 GCS: Basic Concepts

» Configuration Item (CI) [IEEE24765]: an aggregation of hardware,
software, or both, that is designated for Configuration Management (CM)
and treated as a single entity in the Configuration Management process

Some of the Cl to be tackled are:

Project Plan
) ] System Specification 1! Cﬁ%s o Documentation of Operation and Installation
J)N‘FWFL’V- Software ReCIUirementS SpeCifica}gj\gDWH Runnable software

L) Design Specification o v ¥ DB specification
i bt b
Source code ookl User Documentation

Testing Specification a;w%@ :
Operating System

Documentation of maintenance
Standards and procedures of Software

Engineering
Tools and IDEs are also managed by the C
Bocunse 49 Pe grenh  chamges sk 05 orsereleudae 2 spaed fo o propertly. U howe do motmbonn  everay
Ve og o 05, Teols PIVEr- N \DE . SAE  LIBRARES |

. . . Godpcprrofcces
A Cl has always name, attributes and relations with other CIs“ Tl

Design Specification Data Model

(Data design, module design, Ul design, etc.)

2 | <
& Testing Specification

Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management
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Producing software from a specification is like walking
on water - it's easier if it's frozen.

1.2 GCS: Basic Concepts Barry Boehm
» Configuration [IEEE24765]:

the functional and physical characteristics of hardware or software as
set forth in technical documentation or achieved in a product

Ho  loau
» Configuration Baseline [I[EEE24765]: bosr chaded by od

aa wed oo Co F be  changed
specification or product that has been formally reviewed and agreed
upon, that thereafter serves as the basis for further development, and
that can be changed only through formal change control procedures

Objective of a baseline:

to reduce a project's vulnerability against uncontrolled changes by
formally fixing and controlling those Configuration Items that are key
at critical points in the development life cycle.

to identify the aggregate of software and hardware components that
make up a specific release of a system.

7 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



Producing software from a specification is like walking
on water - it's easier if it's frozen.
Barry Boehm

1.2 GCS: Basic Concepts
» Configuration Baseline:

When:
Usually established at the end of a stage of the Lifecycle, why?

System specification
Requirements specification

N~~~ ) n
Design specification
/ Source code

£, R 4k depouds o Acceptance Test
B code Deployed system

N

Ovdlg_ olges with o gmrwmﬁl
frcce%%_

Requirements Baseline
Design Baseline

Product Baseline
Operational Baseline

"to baseline" refers to the act of placing an approved item under formal
change control

Cl Baseline: formally approved version of a Cl, regardless of media,
formally designated and fixed at a specific time during the
Configuration Item'’s life cycle

Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.2 GCS: Basic Concepts

» Project Repository: record all the relevant information related to
the configuration :

Information of th@and their dependence relationships

Information of the Change Requests and its state
Information aboutthe accounting and auditing processes T oot
BK
Modified / Coreet
_____________ > @ Project
Created y Approved Repository
— e — — U —
— % B N
. (/ A
% @l RS
Extracted So—— Jeny T
................ — Cl —
l% T omu%, I WETETEEE T BN wersioas - \
NV

Software Engineering Tasks produce Cl that, once approved and 2t %
reviewed are stored in the repository oo 2

In order to modify a Cl, stakeholders must extract a copy of the Cl |
(following the dotted line).

9 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.2 GCS: Basic Concepts

» Version: / Petodbizocons

po SOgFeSE
[IEEE24765] an operatioﬁal software product that differs from similar

products in terms of capability, environmental requirements, and
M@B configuration

Ww{pﬁ@ [IEEE24765] an identifiable instance of a specific file or release of a
- complete system

J Every change applied to @)roduce a new version of both that Cl and
Necscin its related product
Identification:
Number

Set of logic variables: language =C#, platform = W10, date = October 2015
Oriented to change: Set of changes sequentially applied

» Release: Soliwcse \ersvon  Aolieved Yo Vo cuckormer

[IEEE24765]: a delivered version of an application which may include all
or part of an application

[IEEE24765]: a software version that is made formally available to a
wider community

Number of releases < number of versions??

nove. VEYSC oS

10 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.2 GCS: Basic Concepts

» Configuration Management ISO/IEC/IEEE 24765-2010:

a discipline applying technical and administrative direction and
surveillance to:

identify and document the functional and physical characteristics of
£ a configuration item,

3
~§ f control changes to those characteristics,
\]

record and report change processing and implementation status,
and

¢ verify compliance with specified requirements
&; > Avow /Q% R eV contrenke

technical and organizational activities comprising configuration
identification, version and change control, status accounting,
and auditing

11 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.3 CM Process

» CM looks for answering the » Activities of the CM:

following questions: Identification
How does an organization Version Control
identify and manage the Change Control

. : ?
existing versions of a product?: Configuration Status

How are changes controlled Accounting
before and after a product is

deployed? Configuration Auditing

Who is responsible for
approving and assigning
priorities to the changes?

How can the changes be
checked?

How can be other stakeholders
notified of our changes?

12 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.3 CM Process: Identification

» Pre-requisite for the other activities of CM
e cA— W%Q OV\Q%QMKS

» It implies three different tasks: VS

o determine whld@wlll be controlled > <@= olenuenis
O& Yo TN

Labelling Scheme: to establish a labelling scheme and or
numbering of the Cls to be managed by the CM

Description: to document the characteristics of each Cl

— Solectva

2 s

. ;[CQWWLL C %cow\ - MDM
» Selection: e

Not every type of Cl must be under CM:
Too many: managerial cost, higher time and cost of development
Too few: difficulty in controlling changes as well as reduced visibility

Determine Selection Criteria:

critical for product, reuse, relations with other Cl, complexity of Cl,
used by different teams, etc.

L> S hpondoxhs

- D@,&CVC(?)VCO"\
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1.3 CM Process: Identification

» Selection:

Select the Cl and the relations among them
Atomic Cl: ex. File of code

Composed Cl: collection of basic or composed Cls

Establish hierarchical relations and dependencies among Cls:

IMAGINE CUP
System —

Sub- S;'stem Sub- System RegistrationUsers Purchases

Composed Cl REQUIREMENTS

C'I d UC7 ucCs

14 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.3 CM Process: Identification

» Labelling Scheme:
To establish a scheme of labelling or numbering to identify uniquely

each Cl
To establish the storage, recovering, monitoring and distribution

Method of identification: it can include conventions of naming,
number and letter of version, as well as the name of the Project or
system, its position in the hierarchy and the type of Cl

Example: ICUP_RegistrationU_REQ_UC7 1.0

Other attributes
Name (string)
Description (type, id. of project, version and/or change)
Resources (entities required by the object)
Realization (reference of the object)

15 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



*UCLM

1.3 CM Process: Version Control

» Procedures and tools to manage the different versions of the Cls that are
created during the software development process

» Establishment and maintenance of baselines and the identification and
control of changes to baselines that make it possible to return to the

previous baseline /ﬁwﬁa&*&
Mod:fed D > e —> @

........... < _
................ v C\,W Project
Created Approved Repository
€ C mne — U —
e —
Stored
’ « »
Extracted -
................. ¢ Cl

16 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.3 CM Process: Version Control
» Features to be supported by the Repository:

Deltas: when a new version is created, the difference between the new and
the previous version is called delta

Instead of saving copies of all versions in the repository, we create deltas:
the amount of disk space required for version management is greatly

reduced 5XﬂM

/Fo@elta

O
Creation Date

Version  [f
1.0

Version | Version | Version | Version |

Fecha de creacion $

Version
14

Version |
1.2

Version [
11

Version |
20 '

Version  |f
21

17 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.3 CM Process: Version Control

» Features to be implemented in the repository:
Access control . ouny  speccheedhwserswellh s Aele o
U\)\(ik/ KFQO\QX/ D@QCX%(V‘Q A %«‘W oUY P\Q@o%g%@f% .
Synchronization control = Logo=ctory  shesld prowdie e forcaichves o
ARCLRO AN Yoo zme  vers SSVSN @% Q\«i CT JEUN Q\JQ% w@@/@@%\‘&“@f\ G&

Yoo @Q@O%djﬁ‘wé /

Modified
................. » Cl Project
Created ) Approved Repository
- Cl — — Cl -
e
Stored
.‘:‘ \EI/
Extracted -
............... «— CI

18 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.3 CM Process: Version Control

» What does it happen when there is a simultaneous update?
Engineer 1 and Engineer 2 want to modify Classl.cs

Synchronization Control: Option A) Resolving conflicts

!

- ~C

Engineer | Lm*— %&‘ .
‘_l l L. - - —

Server

E His local copy is different from the latest one that

Engineer 2 exists in the server: resolve the conflicts

19 Escuela Superior Ingenieria Informéatica » Software Engineering Il » Unit 1. Software Configuration Management



1.3 CM Process: Version Control

» What does it happen when there is a simultaneous update?
Engineer 1 and Engineer 2 want to modify Classl.cs

Synchronization Control: Option B) Locking/remove lock

|
& <. &

Fle T -

Server

E Locking the Cl in the server

Engineer 2

20 Escuela Superior Ingenieria Informéatica » Software Engineering Il » Unit 1. Software Configuration Management



1.3 CM Process: Version Control

» Features to be supported by the Repository:

21

Cls Version
Product Ve

<<Standard EXE>> | OrderSystem

. Problem: Different versions of the product are built using
different combinations of versions of Cls

rsions:

<<Standard EXE>> tandard EXE>>

OrderSystem V3.2 OrdarSystem erSystem
V1'8 - JLaliuadilu E>> 18 >V1.2
OrderSystem f
Y— V3.0
/ <<COM>>
<<COM>> T VB
DAO OrderSystem —
V1.7
<<COM>> |
T ComctlLib COM>>
Ay mctlLib
<<COM>> - V1.1
VEA <<COM>>
T— T MSComDlg 1>>
<<COM>> o e [Dle |
. TTTVIo oMs>
VBRUN 1
e<imports>> (] ——TMSComDlg OrderSystem
™ V15 V1.2
<<COM>>
" stdole
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1.3 CM Process: Version Control
» Features to be supported by the Repository:

Cls Version:
Product Versions:

Evolution Graph:
Each node is a Product Version (collection of Cl)

—
Each Branch is a deviation from the main development line for an item
(1.1.2) Branch o
/ 8 -
1.0 11 1.2 1.3} Main Development Line S 5
29
. 1.1.1.1 2 Branch 8 8
Branch (1.1.1 R
. (1.1.1.2 =
Numbering branches: . 9
. . . o
Version numbers on the main development line have only two parts: oo
major and minor number (i.e., 1.1, 1.2, etc) ‘2 %
Version numbers of branches have four parts: the first two parts represent the £ £
point at which the branch splits off the main line, the third which of the many u‘L'i) IE
possible branches it is (i.e., 1.1.1, 1.1.1.2, etc.)
Branching and Merging: mechanisms to be supported by VC system
_

22 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management
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SUCLM

1.3 CM Process: Version Control

» System Building:

Build (Construccion): operational version of a system that has
sub-set of features that the final product will have

System Building :

Combine the right versions of the Cls, using the suitable
configuration data, into components which execute on a particular
target configuration (compiling and linking)

Activity carried out over and over throughout the lifecycle of a system
to provide customers, developers, testers, etc, with that build they
need
Required features:

Replicable

Reproducible
Automation:

Automated tools using scripts: components and their versions, their
location, environmental parameters, etc. (for instance, a makefile)

Supporting tools and scripts should be saved in the Repository

23 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.3 CM Process: Change Control

» Identifying, documenting, approving or rejecting, and

controlling changes to the project baselines

It has to be carried out whenever someone requests a change

» Concepts:

Change Request (Solicitud de Cambio, CR): Request submitted by a developer,
member of the Quality Team, a reviewer, a user, a client that must be reported

Reasons:

Improve a design

Bug found

Functionality to be changed
Etc.

Other names:

Ticket

Issue

Work Item (Elemento de
Trabajo)

24 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.3 CM Process: Change Control

» Change Control and Version Control must be integrated

When? When a change is being implemented
“Commit” “Check-out”

Why?
Modified
.................. » C Project
Created . Approved Repository
uE C mne — U —
I
Stored
“ « o
Extracted -
................ -«— CI

25 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



1.3 CM Process: Change Control

» Concepts:

26

Change Control Process: actions taken to identify, document, review,
and authorize changes to a software or documentation product that
is being developed

Change Control Board (Autoridad de Change Control, CCB): a
formally constituted group of stakeholders responsible for reviewing,
evaluating, approving, delaying, or rejecting changes to a project,
with all decisions and recommendations being recorded.

Levels of Change Control: avoid excessive bureaucracy

Informal Change Control: the stakeholder can do whatever change till the
Cl is baselined.

Project Change Control: we have a baseline. To carry out a change it must
be approved either by the Project Manager (local impact) or by CCB
(global impact).

Formal Change Control: We have a release. All the process of Change
Control must be carried out.

Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 1. Software Configuration Management



£ XAM
1.3 CM Process: Change Control

» Change Control Process (example): Nt B boowd > Clange He
oo ©
Change Initiation: Stakeholder submits a CR ¥ respoe .
oo . . The CCE (u\.q’ QO\Q{A
Change Classification: determine the category of the CR evaluafes T e s L
Configuration Management Officer (CMO) classifies the CR according to New backiog 4%% CQZ:%
its severity, importance, impact, cost, etc. e
. . New \
Change Evaluation/Analysis (scope): CCB analyses the change for Iy Removed
impact on product safety, releability, etc, identify the changes that Approved by| | Moved to the g:g(‘lg’;e
will have to be made to implement the CR, Cis to be modified, etc. “‘epg’v‘:r‘:g backlog
Change Disposition: CCB, generally, determines if a CR is either approved 3 l
or denied: %“c%:m) ipi;:; I\g?:;m(%? %% Approved Removed
Denied: a report is forwarded to the orlglnator describing why Fans? A
Approved: the CR is assigned to the developer team &S&ﬁwﬁ;m C:‘:(‘j';";';‘f:: ‘s’:’:‘;‘;ed
Change implementation: Developer team implements the changeand ~ ***™|
test the product as needed Committed
Change Verification: The implemented change must be verified atthe o | *asitional work
system level and reported to keep the change history finished| | found
Baseline Change Control: In order to minimize the number of versions I;:m
and the frequency of delivery of products, the BCC will make a decision

either:

Creating a new release to distribute the change
Or waiting for additional changes
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1.3 CM Process: Status Accounting

» Consisting of the recording and reporting of information needed to effectively
manage a software system and its characteristics

» Benefits:
Identifying problems, pinpoint the source of the problem and take corrective actions
Evaluate the progress of the Project
Lo 'ILO TUhe HAQ &%{mvw
Determine why during maintenance %

perey
» Record and communicate what information is needed to effectively manage Cls
throughout the product life cycle:

Record of approved configuration documentation and identification numbers

Status of proposed changes i W'Hw\ nee cleod gw
Implementation status of approved changes W% N
Status of open Change Requests M@&ng Cle

Build state of all units of Cis

» Activities:
Defining types of@eport (SAR) to be gene

Generating selected types o@?ﬁj‘rﬁv%using the log of the'Change Control process
Storing SAR in the repository of the Project I

Distributing regular
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CQ/%CUL);\( &WSTS
CM

1.3 Process: Status Accounting

» Nowadays Status Accounting Reports are automatically
generated:;Dashboards =

[ . ) . - - (] X
B Inicio de sesion en Azure: cuent= X | A are - Microsoft Azure Wdashboard - Overview X =
& C @ dev.azure.com/UCLMESIIABISII/AppForMovies/_dashboards/dashboard/f1687716-fcd3-4b33-993b-8d988e63b9ce w Q@ b ¥ OB v » G :

* Aplicaciones ARTE EUProject JCR&otros Estadistica Articulos Tecnicos Tramites ami Personales ABI evolucion  HJ Gitorious & Research at Google » Otros marcadores
0 Azure DevOps UCLMESIIABISII ovie: Overview Dashboards b = ch ?
AppForMovies -+ EH AppForMovies Team - Overview ~ ¥ & & Edit () Refresh
ﬂ Overview . .

Work assigned to ELENA MARIA NAVARRO MARTINEZ (5) AllWorkltems by State AppForMovies-ASP.NET Core-Cl

m s User \as :
ammey |!IJ3:tcry é 1 Bug w 1 Epic

E Dashboards /
ID State Title 4

B wiki

10 New & bug-configuracion © 18.dic. 2019

Boards i { ? i i 2 .

% 1 ® Active M{ As a user | would like to purchase movies AppForMovies Team
6 New [0 As a user | would like to select movies for ... - 17 deno
)il Repos . No days remaining

5 New I As a user | would like to create a Purchase T 5 9 17 21 25

S Sep
q Pipelines 7 New 3] As a user | would like to see the details of ... 3 work items not started
— New — Closed Ready Active
A Test Plans
! YT Pull Requests in AppForMovies Test Results Trend AllWorkltems by Work Item Type
ew Assigned to AppForMovi 100

e no pull requ uire your attention righ

Pass percentage

:
i
3
3
z
£
£

2
J
U
=
&

M Failed tests @ Pass percentage M User Story M Epic | Test Case [ Bug
e Project settings K View summary
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1.3 CM Process: Status Accounting

> Requirements of the

atus Accounting Report:
Frequency: Daily, weekly, mor ' i

hase, at the end of the

project
Category:
State abierta resuelta . closed
20
15
@»
£
z
@
S 10
2
g
3
=
5
0
R K& & & F & & & & RO & & &® ol
el N D N 1? > $ ) D AT Ng . NS N2 N e

What questions can you answer?
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1.3 CM Process: Status Accounting

> Requirements of the Status Accounting Report:

Frequency: Daily, weekly, monthly, per iteration, per phase, at the end of the
project

= 7-day arrival rate 7-day resolvedrate === 7-day closedrate

Category:
Trend

What questions can you answer?
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1.3 CM Process: Auditing

» Identification, Version and Change Control are used to
manage the development process but they cannot ensure that
changes have been correctly implemented.

\@f@dg Solution: Audits: [I[EEE24765] an independent examination of a work

/\W\j product or set of work products to assess compliance with

g specifications, standards, contractual agreements, or other criteria

» It focuses on answering the following questions:

Have we implemented the planned change? Have we carried out
additional modifications?

Have we reviewed the change implementation was correct?
Have we applied the SE standards?

Have we described the changes in the Cls? Did we specify date and
author? Forowsi oond merge  —— GDUM mqrq/egif (Squo\%\f\} ‘

Have we applied the CM procedures to record, distribute and
monitor the CRs?

Have we properly updated all the involved Cls?
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1.3 CM Process: Auditing

» Types of audits:

Functional audits: will determine whether the product complies with the goal
requirements of the baseline

How?

Physical Audits determines whether the build baseline can be deployed using
the repository

How?
» Inputs:
Requirements of the Baseline Building instructions and tools
Test results Configuration information, status and planning
Cls and hardware Configuration Status
» When:

They are carried out just after integrating and testing the product and before
baselining the product

» Who:
Management Officer, Customer, Independent agency

Result: Report of Configuration Audit Findings

v
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1.3 CM Process: Auditing

» If our CM process is formal, Audits are carried out by an
independent team: Quality Assurance Team

» Alternatives to Configuration Audits:

Alpha testing: When the system has a lot of new, previously untested
features, the development team look for evaluating the success or
failure of the new features.

Beta testing: Development Team decides that some level of customer
evaluation is needed before the final release of the product. Dev. Team
is'looking for (a high number of) beta testers to uncover bugs and faults
in the system. ( )

Test Readiness Reviews (TRR): a review conducted to evaluate
preliminary test results for one or more configuration items; to verify
that the test procedures for each configuration item are complete,
comply with test plans and descriptions, and satisfy test requirements;
and to verify that a project is prepared to proceed to formal testing of
the configuration items. Such review may be conducted for any
hardware or software component [IEEE24765]

Market Readiness Reviews (MRR): distribution is ready
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1.5 CASE for SCM

» Which features should a SCM tool » Which features does Azure DevOps
offer? support?
Version management: _ orecom  ONONOGUMRNT (Gt - W%Sz )
Product version _ Work{fows (Camgs %w%‘:;;ig:i@wm T hews
Change Management: b oy R
automate the change control procedures N ok ox Yew Yo do xF
(workflows) - e b b g 5 - crmpshats .

. _ AT (X wenk  — UW
Problem tracking: Ho e

. - System bodds — es
How and when a problem was fixed, how & N CS > s, dashmards.
N much time was taken, etc. - Stakes N < “?im v
. . . . - (o CATSUA ordn L» ® o o
W Notifying concerned personnel about arrival e = &
y g p ,( W\,& sq%w\%\
QM & depending on criteria such as severity or L frens o sesorciy 0 SeF e
Ve o impact - Custoemaolss
\(“Q> /K‘yg;b H ~ Web  anakie
NS Promotion management:

o

Capture information and create trails to know
what happened or to recreate an event or an
item before or after a particular event

System building
Status accounting
Configuration audits
Access and security
Customization

Web enabling
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1.6 Conclusions
» Benefits: » Which activity/activities and How?

36

Best customer service

Customer has what he really wants £dtves
Improved productivity

Avoid duplicated efforts  (liouse Conmntroll
Improved security

Avoid unauthorized changes lerswn  Coubof — syimueion oa s cndet o oo,

Defects reduction . S’”{ﬁ%‘*
. . . ke, And Bldus AT =y

Avoid defects are left unintentionally Clhouge Covdteoli v S v

unresolved
Fastest defect finding and Descrdas probton. A
resolving oo Coubed = o @oonkeos..

How did | do that? lerscoun CoukeaQ ot ¢ ST

Ensure that the proper system
has been built
/%Ud\ﬂ¥5 N PM%UQO\Q

We use the right Cls versions
according to the specifications

Higher software reuse
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Unit 2. Software Testing:
Techniques & Strategies

1. Introduction
2. Basic Concepts

3. Testing Types and
Strategies
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Goals

» To accept there is no way of carrying out exhaustive
testing, that is, to test completely a product

» To understand why it is necessary to define testing
boundaries

» To understand why we should use test case generation
strategies
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How Google thinks in testing

- ——

" Testing rocks.

WHITTAKER, J, ARBON, J., CAROLLO, J. How Google Tests Software, 2012
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1. Introduction

» Software testing:

the dynamic verification of the behaviour of a program on a finite
set of test cases, suitably selected from the usually infinite executions
domain, against the expected behaviour [SWEEBOK]

It is part of :

Verification & Validation: the process of determining whether the
requirements for a system or component are complete and correct,
the products of each development phase fulfil the requirements or
conditions imposed by the previous phase, and the final system or
component complies with specified requirements.
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2. Basic Concepts

» Fault (Defect, Defecto, bug):a problem which, if not corrected, could
<J§U " cause an application to either fail or to produce incorrect results.

[IEEE24765]

”’*if Failure (Fallo): an event in which a system or system component does not
perform a required function within specified limits [IEEE24765]

5@ L,,Sf’ It is essential to clearly distinguish between the cause of a malfunction (for which the
term fault will be used here) and an undesired effect observed in the system’s
delivered service (which will be called a failure)

Fault=>Failure?

Does Testing reveal faults or failures?
» Error:it is used as synonym for other terms:

Failure: the difference between a computed, observed, or measured value
or condition and the true, specified, or theoretically correct value or
condition

Failure: an incorrect result
Defect: an incorrect step, process, or data definition.

Error:a human action that produces an incorrect result, such as software
containing a fault
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“2. Basic Concepts

» Test Case (IEEE Std 829-2008): A set of test inputs,
execution conditions, and expected results developed for a
particular objective, such as to exercise a particular program path
or to verify compliance with a specific requirement.

Specification: ol regots
It describes the real input and output values (?/KQ;[%CW resolr
It defines specific constraints on the test procedures 5 N
, o : . VLSS
It is separated of the test design in order to reuse this design for other test cases

Goal:
Analyse whether the system does not do what it should or it does what it should
not do
Evaluate both valid and invalid inputs £ xouu qw&¥a"w
Documentation: () To s oo wdid Yook cuse)
They must be documented and stored ( (
They must describe expected result e
- Y . P ig we Ao howwe
xecution:

We must inspect carefully the results of their execution Heo @(féd@fi @U{‘(FWL A0

Ideal test case?— The on Mot sows o Jodure
T lee % }\% Jo brauy V\/vé bgsl\wm é@ AJM Lot _3% AL dbesat brah — Goow

(oal. as tester —> Bieals sgSkm

*UCLM
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2. Basic Concepts

» Test approach: A particular method that will be employed to pick the
particular test case values. This may vary in specificity from very general
(e.g., black box or white box) to very specific (e.g., minimum and maximum
boundary values).

» Test design: Documentation specifying the details of the test approach for
a software feature or combination of software features and identifying the
associated tests

» Test: (A) A set of one or more test cases. (B) A set of one or more test
procedures. (C) A set of one or more test cases and procedures. (D) The
activity of executing (A), (B), and/or (C).

» Test bed: an environment containing the hardware, instrumentation,
simulators, software tools, and other support elements needed to conduct

a test
() E\;Qra e Phod e G %DW% wéu creale (gogmm e Oxe %QCV% AQ SQ%Sv?

» System Under Test (Software Bajo Pruebas, SUT): the parts of the
computer-based software system (CBSS) to be tested.
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3. Testing Techniques

» Main aim of testing:
To detect as many failures as possible.

» Many techniques have been developed for this aim:

They attempt to “‘break’ a program by being as
systematic as possible in identifying inputs that will
produce representative program behaviours

» Classification of testing techniques:

from the software engineer’s intuition and experience, the
specifications, the code structure, the real or imagined faults to
be discovered, predicted usage, models, or the nature of the
application.

white-box (also called glass-box), if the tests are based on
information about how the software has been designed or coded,
or as black-box if the test cases rely only on the input/output
behaviour of the software
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3. Testing Techniques

» Test approach: particular method that will be employed
to pick the particular test case values

» Every product obtained as result of an engineering
process can be tested following two alternatives:

Black box testing: testing a system or component whose inputs,
outputs, and general function are known but whose contents or
implementation are unknown or irrelevant

[ [
»

Input Output

Testing just focuses on the interface of the SUT: inputs and outputs

Testing evaluates fundamental aspects of the SUT, revealing requirements
and specification defects
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3. Testing Techniques

» Test approach: particular method that will be employed
to pick the particular test case values

» Every product obtained as result of an engineering
process can be tested following two alternatives:

White box testing: testing that takes into account the internal
mechanism of a system or component.

T ATERNAL

»
»

: /N
Input N S Output

To design test cases, tester must have a knowledge about the inner
structure of the SUT

White box testing is time consuming, as it is applied to smaller-sized pieces
of software such as a module or member function

Useful for revealing design and code-based control defects, logic and
sequence defects, initialization defects and data flow defects
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3. Testing Techniques
White Box testing

» White Box Testing: do they enable us to perform a
exhaustive testing?

Provided a program having 100 LOC written in C.After
declaring some data structure, the program has two loops
to be executed between | to 20 time every one, depending
on some input conditions.The inner loop has four If-then-
else structures.

There are 10*different paths, that is, different ways of
running this program.

A magic processor, working 24 hoursX365 days per year,
would need 3170 years to test this program.

Conclusion: it is impossible to exhaustively test all the
paths of a program because the number of paths is too high
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3. Testing Techniques
White Box testing

» Goal: to ensure internal components are working properly:
Usually it focuses on structural elements such as statements,
decisions/branches, conditions.

Fact: all structured (prime) programs can be built from three basic
primes-sequential (e.g. assighnment), decision (if/then) and iterative (e.g.

loop).
A oy
Sequence ‘ ‘ ‘ lteration
@ @

Nodes represent sequential statements combined in a block.

Edges represent transfer of control. The direction of the transfer depends on
outcome of the condition in the predicate

Using the concept of a prime and the ability to use combinations of
primes, a flow diagram for the SUT can be developed

Tester develops test cases that exercise (execute) these structural
elements
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3. Testing Techniques
White Box testing

» First, set the test adequacy criterion (also called coverage criterion):
a stopping rule

A program is said to be adequately tested with respect to a given criterion if all
the target structural elements have been exercised according to the selected
criterion

For instance: a test data set is statement, or branch, adequate if a test set T for program P
causes all the statements, or branches, to be executed, respectively

Usually, we decide between three adequacy criteria (or coverage criteria)

Statement adequacy criterion: all the statements in the SUT are executed at least
Oﬁ*’” {, once

<

o Decision adequacy criterion: test cases must be designed so that each decision
element in the code executed with all the possible outcomes at least once

we&w;jm\ﬂ” Condition adequacy criterion: test cases must be designed so that each individual
condition in a compound predicate takes on all possible values at least once

The stronger the coverage criterion, the the number of test cases that must be
developed to ensure complete coverage

Coverage analysis: to what extent the test cases satisfy the test adequacy
criterion

For instance, if only two branches were executed by the test cases and our SUT has four
branches, which will the coverage be?
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3. Testing Techniques
White Box testing: Path Coverage

» Goal: to design test cases so that each independent path
is executed at least once

» » Path:a sequence of control flow nodes usually beginning from
the entry node of a graph through to the exit node

by
@f 3 Designing test cases according to the Path Coverage: e

Y Using the code (or its design), create ﬂ@i Dy
Calculate the McCabe’s Cyclomatic Complexity V(G) of the
flow graph

Derive as many independent paths as V(G) determines

Prepare the test cases so that the inputs cause the execution
of these paths
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3. Testing Techniques
White Box testing: Path Coverage

|. Using the code (or its design) we create the flow graph G.
Elements used while constructing the graph flow are:

O Sentence node

- —— Edge: transfer of control.

@ Condition node

- Region

If While Switch/Case
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3. Testing Techniques
White Box testing: Path Coverage

|. Using the code (or its design) we create the flow graph

G.

For this aim we should carry out the following steps:
First, mark every condition in every predicate of
every control statement (IF CASE,WHILE, UNTIL)
and label it using a letter

Hint: We don’t mark decisions but conditions
Second, group sequential sentences and label the

group using a number
Hint: bear in mind that whenever we find ENDIFE ENDDO,
END, etc. we will have a new node for that sentence
Third, using the created labels create the flow graph

Hint: remember to keep the transfer of control as it is in the
code
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3. Testing Techniques
White Box testing: Path Coverage

2. Calculate the McCabe cyclomatic complexity of
the flow graph V(G)

It is a measure of the number of independents paths in a
graph, and therefore, about the number of test cases to be
defined in order to have branch coverage:

Path: a sequence of control flow nodes usually beginning from the
entry node of a graph through to the exit node
It is designated by the sequence of nodes it encompasses (e.g. A-1-2-B-7-8)

Independent path: any new path through the graph that introduces
a new edge that has not been traversed before the path is defined

It can be also used as a measure of testability of a piece of
software:

The tester can use V(G) along with the past Project data to
approximate the testing time and resources to test a software module
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3. Testing Techniques
White Box testing: Path Coverage

2. Calculate the McCabe cyclomatic complexity of
the flow graph V(G)
It can be calculated as:

The number of regions in the flow graph

Hint: the region surrounding the graph is also considered a region
VG)=E-N+2
being E the number of edges and N the number of nodes
VG=P+ |

being P the number of condition nodes in the flow graph
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3. Testing Techniques
White Box testing: Path Coverage

3. Derive as many independent paths as V(G)
determines:
Start out with one simple path in the graph,
usually the shortest one

Iteratively add new paths to the set by adding new
edges at each iteration until there are no new edges

to add
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3. Testing Techniques
White Box testing: Path Coverage

4. Prepare the test cases so that the inputs cause
the execution of the defined paths

» Select input data so that the conditions nodes are
evaluated as each path needs

» ldentify likely outputs according to the path being run
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3. Testing Techniques “** s Vo s
White Box testing: Additional approaches

» Data Flow testing:

A variable is defined in a statement when its value is assigned
or changed

A variable is used when its value is utilized in a statement
without changing it

A def-use path is a path from a variable definition to a use
A predicate use (p-use) a variable that is used in a predicate

A computational use (c-use) the variable is used as part of a
computation

Select the test adequacy criteria:

« All defs
* All p-uses * Alluses
 All c-uses/some p-uses « All def-use paths

* Al p-uses/some c-uses
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3. Testing Techniques
White Box testing: Additional approaches

» Loop testing
Loops:
Among the most frequently used control structures

Many defects are associated with loops constructs

Simple loops: given a simple loop that can have a range of 0
to n iterations, tested cases should be developed so that there
are:

Zero iterations of the loop,

| iteration of the loop,

l<______

2 iterations of the loop

rerati —
m iterations, where m<n, ; <?‘
n-| iterations ?

n iterations

n+ literations (if possible)
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3. Testing Techniques
White Box testing: Additional approaches
» Loop testing

public void exist(char[] value, int n_character, char character,
out int pos, out bool found )

{
pos = 0;
if (n_character >= 1)
{
while ((value[pos]!=character) && (pos<n_character))
pos++;
ilse What would have happened if we had

written the conditions in a different way?
pos = n_character;

if (pos < n_character)

found = true;
else

found = false;
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3. Testing Techniques
White Box testing: Additional approaches

» Loop testing:

Nested loops: Concatenated loops: If
A nested loop starts at the the loops are independent
innermost loop. then test them as simple
For the innermost loop, loops, else test them as
conduct a simple loop test. nested loops. =
Work outward. o
Continue until the
outermost loop has been
tested.

+— Unstructured B |
loops:
‘f Redesign N
> S
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3. Testing Techniques:
Black Box Testing

» Tester considers SUT an opaque box:
Tester has no knowledge of its inner structure
Tester only has knowledge of what SUT does
» SUT can vary from a module, member function or a complex
system
» Description of behaviour or functionality to be tested:
Formal specification
A set of pre- and post-conditions
A requirements specification

» How Black Box testing proceeds:

Tester provides inputs to the SUT, runs the test, and then
determines if the outputs produced are equivalent to those in the
specification

» Useful for revealing requirements and specification defects
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3. Testing Techniques
Black Box Testing

» Goal:

To effectively use the resources available by developing a set
of test cases that gives the maximum yield of defects for
the time and effort spent

» Techniques:

Equivalence Classes Input test data ‘

Boundary Value Analysis

Random testing \/

Output test data
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3. Testing Techniques
Black Box Testing: Equivalence Classes

» Equivalence Class Partitioning:
Partitioning the input domain of the SUT

N B

Valid Input Invalid Input Output

A test value in a particular class is equivalent to a test value of any other
member of that class

If one test case in a particular equivalence class reveals a failure, then all the other
test cases based on that class

Advantages:
Eliminate need for exhaustive testing (not feasible)
Select subset of test inputs with higher probability of detecting a defect

Cover a larger domain of inputs/outputs with a smaller subset
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3. Testing Techniques
Black Box Testing: Equivalence Classes

» Heuristics to identify equivalence classes of an input condition:

If an input condition for the SUT is specified as a range of values,
select one valid equivalence class that covers the allowed range and two
invalid equivalence classes, one for each end of the range

If an input condition for the SUT is specified as a finite number of
values, select one valid equivalence class that covers the allowed
number of values and two invalid equivalence classes that are outside
each end of the allowed number

If an input condition for the SUT is specified as a set of valid input
values, then select one valid equivalence class that contains all the
members of the set and one invalid equivalence class for any value
outside the set

If an input condition for the SUT is specified as a ‘““must be” condition,
select one valid equivalence class to represent the “must be” condition
and one invalid equivalence class that does not include the “must be”
condition

If the input specification or any other information leads to the belief that
an element in an equivalent class is not handled in an identical way by the
SUT, then the class should be further divided into smaller equivalence
classes (Smaller classes)
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3. Testing Techniques
Black Box Testing: Equivalence Classes

» Technique to develop the actual test cases:

For each input condition in the SUT, identify its equivalence
classes using the heuristics

Assign a unique identifier (a number) to each equivalence class

Develop test cases for all valid equivalence classes until all
have been covered by (included in ) a test case. A given test
case may cover more than one valid equivalence class

Develop test cases for all invalid equivalence classes until
all have been covered individually. This is to ensure that one
invalid case does not mask the effect of another or prevent the
execution of another

This technique is also applicable to the output domain of the SUT
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3. Testing Techniques
Black Box Testing: Equivalence Classes

» Using a file with the following format:
N being: Employee-number  Employee-name Months Manager

Employee-number: a field that can have up to three digits (excluded 0).

Employee-name: an alphanumeric field whose length is 10.

Months: it indicates the number of months that an employee is working for a company. It is
a field that can have up to three digits (including 0).

Manager: it is a field whose length is 1. It can be assigned to either «+» to indicate that the
employee is a manager or «-» to indicate he/she is not a manager.

» A program computes a bonus for each employee, using the following rules:
Pl for managers with, at least, |2 months of service.
P2 for non-managers with, at least, |2 months of service.
P3 for managers with less than 12 months of service.
P4 for non-managers with less than 12 months of service.

» Assignment:
Create a table using the Equivalence Class technique where you will indicate in each row:
Input variable being analysed
Valid Classes
Invalid Classes
Applied Heuristic
Generate the test cases
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3. Testing Techniques
Black Box Testing: Equivalence Classes
m

Employee-number [1-999] Range
>999
No number n Boolean

Employee-name 10 charactersa <I0 8 Number of values

>10

Months [0-11] <0 Range
[12-999] >999 Smaller classes

No number m Boolean

Manager + 8 Another charat@ Set of values
Invalid Cl._| Valid_Cl.

2 -5-9-13 0, sumersindo, 14, +
Valid Classes _ Output & Error
i 3 -5-9-14 1024, minotauros, 16, - E
|-5-8 -13 123, gumersindo, 9,+  P3 el
4 -5-8-13 abc, sebastiano, 8, + E
|-5-9-14 456, sebastiano, |3, - P2 rror
6 l- -8-13 123, cobos, 6, + Error
7 l- -8-13 123, torreceballos, 3, + Error
10 l-5- -13 123, margaritos, -1, + Error
| I-5- -14 123, margaritos, 1024, - Error
12 I-5- -14 123, margaritos, abc, - Error
15 [-5-9 - 123, margaritos, |3, * Error
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3. Testing Types and Strategies
Black Box Testing: Boundary Value Analysis

» Whereas equivalence class directs to select test cases from
any element of an equivalence class, boundary value
analysis requires to select elements close to the edges so
that both upper and lower edges of an equivalence class are
covered by test cases. Heuristics:

If an input condition for the SUT is specified as a range of values,
develop valid test cases for the ends of the range and invalid test

cases for possibilities just above and below the ends of the
range

If an input condition for the SUT is specified as a number of
values, develop valid test cases for the minimum and
maximum numbers and invalid test cases for one lesser and one
greater than the maximum and minimum

If the input or output of the SUT is an ordered set, such as a table
or a linear list, develop test cases that focus on the first and last
elements of the set

» Applying for testing both inputs and outputs of the SUT
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3. Testing Types and Strategies
Black Box Testing: Boundary Value Analysis

Input condition Valid Classes Invalid Classes m

Employee-number Range
999 I 000
e @

No nu Boolean
Employee-name 10 characterse 9 characters Number of values
I'l characters

Months 0 -1 m Range
I 1000 m Smaller classes

12 No number m Boolean
999
Manager + Another character m Set of values
Invalid CL._| Valid Cl_|input | Output _
3 -6-9-16 0, sebastiano, 0, + Error
1-6-9 -16 |, sebastiano, 0, + - 4 -6-9-16 1000, sebastiano, 0, + Error
2-6-10-17 ?99’ sl Ll # 5 -6-9-16 abc, sebastiano, 0, + Error
l—6-11-16 |, sebastiano, 12, + Pl 7 l-—11-16 I, sebastian, 12, + Error
[Cee 217 |, sebastian, 999, - P2 8 l—11-16 I, sebastianez, 12, + Error
13 l-6--16 I, margaritos, -1, + Error
14 l-6-—16 I, margaritos, 1000, + Error
15 l-6--16 I, margaritos, abc, + Error
18 |-6-9- I, margaritos, 0, * Error
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3. Testing Types and Strategies
Black Box Testing: Error guessing
» Zero is prone to cause failures:

Division by zero

» When we enter a variable number of values, tester should
evaluate what happens when we do not enter anyone or
just one value

» Check whether developer could have misunderstood the
specification

» Evaluate what a user could enter while using the SUT

» List the most likely mistakes that developers can make,
and other situations prone to errors
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Unit 3. Unit Testing

I.  Introduction
2.  Test Levels
3. UnitTesting
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Goals

» To know how we should plan our testing process

» To understand how the definition of a testing process is
helpful

» To learn to what extent how Testing tools can help to
test software
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. Introduction

» Software testing no longer a post-coding phase:

As Software Quality is one activity of prevention (to prevent is much
better than to correct problems) and Software Quality entails Testing as
one of its dynamic (execute the SUT) processes

Then, Testing can be seen, as a means for providing information about the
functionality and quality attributes of the software

» Software testing is, or should be, pervasive throughout the
entire development and maintenance life cycle

Indeed, planning for software testing should start with the early stages of
the software requirements process

» Test plans and procedures should be systematically and continuously
developed—and possibly refined—as software development
procedes

Goal: to provide useful input for software designers and help to highlight

potential weaknesses, such as design oversights/contradictions, or
omissions/ambiguities in the documentation
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2.Test Levels .

» Which should the main goal of the testing process be?
Maximize use of time and resources

For this aim, testers will need to develop effective test cases:
Greater probability of detecting defects
A more efficient use of organizational resources
A higher probability for test reuse
Closer adherence to testing and project schedules as well as budgets
The possibility of delivery a higher-quality software product

» Software testing is usually performed at different levels throughout the

development and maintenance processes. Levels can be distinguished based

the object of testing, which is called the target, The target of the test can vary:a

single module, a group of such modules (related by purpose, use, behavior, or comvoliers
structure), or an entire system. Three test stages can be distinguished: unit,—

integration, and system. These three test stages do not imply any process model, nor

is any one of them assumed to be more important than the other two.

ek oonad. @A, 2xfmernaance - - - ( A@Pmc.rz)vx}

> Tov
the purpose, which is called the objectiver(of the test level). Test cases can be
designed to check that the functional specifications are correctly implemented,
several other non-functional properties (including performance, reliability, and
usability, among many others), etc
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2.Test Levels:V Model

» An alternative for ordering testing levels: @ @
Y
/@SXQXS ~ 0;;{%:;0) @Xd;é N
L J
N l 12
Requi.r.eménts N > Run Accc.aptance
Specification testing
\ Run S)fstem O
testing Q
DaoEn > Run Integratlon
testing
- 4 J
(’)/HML &Q.\FQ&C’)?Q,‘( LS ReEsgoUEBle o cormy Vot kg\w\c’&
/ O
D fues > Code —>  Run Unit testing

A
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3. Unit testing

» Testing of individual routines and modules by the developer or
an independent tester in order to ensure that there are no
analysis or programming errors

» First, what a unit is:
Unit: the smallest testable software component:

Imperative language: a function

Object-oriented language: method or class

Component-Based Software Development: a component
» Constraint: unit with a high level of cohesion and low level of

coupling LB N = \/\/\%\/Jlg S@Q@@h{%&
G |

» Why:

Test is easier to design, run, record and analyse

)\L,é oy oo doled  do ol ons AV
s Yoelnavear

Early detection of failures
» Automation: XUnit, NUnit, JUnit, SimpleTest
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3. Unit testing

» Additional code to automate unit testing:
Driver code  — 0U@fsucoate o} colls Ya ot weden e

possang & Doput o Bet deak cosE owah dudwiy whibher We emperted  oud He

ockoald resolts  ore Yo swa  fo pvow g Ak guss N PR P or ro¥.
MOCk COde ~p Y eor ok uses oy wacks, we  creale  och ::de Xu%we@ﬂaue the otk ek e Y ssader Yesk

AS [PIN

As it means additional workload, should we put off the development
of driver and stub code till integration testing?

' |

/Driverj e
/ 1| = .~

Test harness

~_ Test Cases

Interface
Local data structure
Boundary Conditions
Independent Paths
Exception/error management paths

Results

/\

Mock Mock
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3. Unit testing

» Object-oriented systems: tester should focus on

Getter & setter
Methods

States:

false

p
WeatherStation
Class

4 Properties

X State : WeatherStationState ShutDOWﬂ()
o Temperatures : IList<Temperature>
4 Methods ~ true
Calibrate() Working }

LIS

: bool
Monitor() : void StartUp()
ShutDown() : void
StartUp() : void
Transmite() : void

>

) Calibrate() ) ]
Calibrating

\ 4

»  Shutdown

>

transmition complete

»  Transmiting —
Transmite()

Advantages:

As OO paradigm promotes encapsulation=> does it reduce the re-testing
when a class is changed? no, beuuse Be oder bohawor  doesn e changs

Is it necessary to re-test the inherited subclasses? gy gt —o wed be roidy da

( Test éu\:dm;es>
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Introduction
Continuous Integration

Continuous Delivery

SNOW N

Continuous Deployment
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4.1 Introduction

» From 70s till present:

Jeffrey Immelt, CEO of General Electric, stated, “Every industry and
company that is not bringing software to the core of their business will be
disrupted.”

1970s-1980s 1990s 2000s—Present
Era Mainframes Chonl cemer Commoditization
and Cloud

Java, MySQL, Red

Representative

COBOL, DB2 on C++, Oracle,
technology MVS, etc Solaris, etc LleEslniby; om
of era B e Rails, PHP, etc.
Cycle time 1-5 years 3-12 months 2-12 weeks
Cost $1M-s100M $100k-$10M $10k-$1M
At risk The whole compan = prodqcF line or A product feature
Bet ) division P
S
3
62 Bankruptcy, sell
: : ’ Revenue miss, -
i Cost of failure the company;, CIO's iob Negligible
¢ massive layoffs J
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4.1 Introduction
» Dev & Ops:

Development teams will take responsibility for responding to
changes m the market, deploying features and changes into
production as quickly as possible

Operations teams will take responsibility for providing
customers with IT service that is stable, reliable, and secure,
making it difficult or even mpossible for anyone to introduce
production changes that could jeopardize production

Wall of Confusion “The core, chronic conflict™:
. | w—n_. * Development and IT Operations
/ v | \ r e have diametrically opposed goals
2 ! and incentives

)\ / A\ > e It leads to poor software and

S ’ N A service quality, and bad customer
o! I Simepditius | [ e outcomes, as well as a daily need
< I b Ssesaner for workarounds, firefighting, and

M?WA goais heroics
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4.1 Introduction

» DevOps: Puppet Labs’ State Of DevOps Report collected data
from over twenty-five thousand technology professionals:
Code and change deployments: thirty times more frequent

Time required to go from “code committed” to “successfully running in
production” (lead time): two hundred times faster

Production deployments: sixty times higher change success rate
Mean time to restore service: 168 times faster

Productivity, market share, and profitability goals: two times more likely
to exceed

Market capitalization growth: 50% higher over three years

Integrating security objectives into DevOps: 50% less time remediating
security issues.

Reliability metrics

Throughput metrics

Organizational performance metrics

Higher employee job satisfaction, lower rates of employee burnout
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4.1 Introduction

» DevOps: Aset of software development tools, processes, and practices,
combining software development (Dev) with information technology
operations (Ops) to facilitate the software development lifecycle.

» DevOps needs an automated delivery cycle that includes planning,
development, testing, release, deployment and monitoring with the
active cooperation of the different team members.

Monitoring The operations team should always have clear visibility into the
health and status ofa system or service. Set up external health

endpoints to monitor status, and ensure that applications are coded to
instrument the operations metrics.

Core activities:
 Continuous Integration
 Continuous Deployment
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4.2 Contmuous Integration (CI)

» process ofintegrating new code written by developers with a
mainline or “master” branch frequently throughout the day.

» to make sure that the integrations were successful, Clsystems will
usually run a series of tests automatically upon merging in new
changes.

» when these changes are committed and merged, the tests
automatically start running to avoid the overhead of people having
to remember to run them

» Advantages:

Your software is proven to work (assuming a sufficiently comprehensive
set of automated tests) with every new change—and you know the
moment it breaks and can fix it immediately.

The teams that use Cleffectively are able to deliver software much
faster, and with fewer bugs, than teams that do not.

Bugs are caught much earlier in the delivery process when they are
cheaper to fix, providing significant cost and time savings.
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4.2 Contmuous Integration (CI)

» Three things to start with CI

Version Control. Everything in your project must be checked into a single
version control repository: code, tests, database scripts, build and
deployment scripts, and anything else needed to create, install, run, and test
your application.

Automated Build. You need to be able to run your build process in an
automated way from your continuous integration environment so that it can be
audited when things go wrong. Your build scripts should be treated like your
codebase.

Agreement ofthe Team. You need everyone to check in small incremental
changes frequently to mainline and agree that the highest priority task on the
project is to fix any change that breaks the application.

4 < _, Commit. Stage
e- 1.Compile

Q

O atta G

Server
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4.2 Contmuous Integration (CI)

» Practices to be applied
Check In Regularly. At least a couple oftimes a day.

Create a Comprehensive Automated Test Suite. It’s essential to have some
level of automated testing to provide confidence that your application is
actually working. Usually: unit, integration and acceptance testing

Keep the Build and Test Process Short. Otherwise your team willabandon
the practice

Managing Your Development Workspace: use Configuration Management
not just of source code, but also oftest data, database scripts, build scripts,
and deployment scripts. The whole team uses the same development

environment
ko D
O a"al # D Commit Stage
= w 0, V' 1.Compile
6% . ., 2.Build
%)g " 2 3.Test
You Server
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4.2 Continuous Integration (CI)

Source Control Server

= N
"_ Fetch Changes J T
a

Check In Changes

6}070,
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4.3 Continuous Delivery
» The Release Candidate:

A change to your code may or may not be releasable.

If you were to look at a change —whether it is new functionality, a
bugfix, or a retuning of the system to achieve some change in
performance— and ask, “Should we release this change?” Your
answer is the build, deployment, and test process that we apply to that
change that validates whether the change can be released.

Every change is, in effect, a release candidate. Every time a change
i1s committed to version control, the expectation is that it will pass all of
its tests, produce working code, and can be released into production.

» Contmuous delivery will be in charge of deploying every
release candidate mto production (or production like
environments):

Every change committed to version control is supposed to enhance
the system that we are working on. How do we know if that is true?

The only way in which we can tellis through exercising the software
to see if it achieves the value that we had expected.
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4.3 Continuous Delivery

» The process ofdeploying changes to production (or production-
like environments) by defining tests and validations to minimize risk.

» Continuous delivery means that changes get deployed into
production under request.

» The more quickly sofiware changes make it into production, the
sooner individuals see their work in effect.

» Continuous delivery also gets the product out to the customer
faster, which can mean mcreased customer satisfaction.

» Adeployment pipeline is, in essence, an automated implementation
of your application’s build, deploy, test, and release process.

Comemit stage Manual testing

Compile Automated Automated
Unit test = acceptance }» capacity - - g:;gc(::tses - - Release
Analysis testing testing ory

Build installers testing
I e — T — T — e —————
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4.3 Continuous Delivery
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4.3 Continuous Delivery

» Adeployment pipeline is, in essence, an automated
implementation of your application’s build, deploy, test, and
release process.

Commit stage
Compile Automated Automated
Unit test acceptance capacity
Analysis testing testing
Build installers

Manual testing
Showcases

Exploratory
testing

» The aim ofthe deployment pipeline is threefold.

First, it makes every part ofthe process of building,
deploying, testing, and releasing software visible to
everybody involved, aiding collaboration.

Second, it improves feedback so that problems are identified,
and so resolved, as early in the process as possible.

Fmally, it enables teams to deploy and release any version of
their software to any environment at will through a fully
automated process.
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4.3 Continuous Delivery

» Principles:

Create a Repeatable, Reliable Process for Releasing Software
Automate Almost Everything

Keep Everything in Version Control

If It Hurts, Do It More Frequently, and Bring the Pain Forward
Build Quality In

Done Means Released

Everybody Is Responsible for the Delivery Process

Continuous Improvement
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4.4 Contmuous Deployment (CD)

» Contmuous deployment goes one step further than
continuous delivery. With this practice, every change
that passes all stages of your production pipeline 1s
released to your customers. There's no human
intervention, and only a failed test will prevent a new
change to be deployed to production.

» Contmuous deployment is an excellent way to
accelerate the feedback loop with your customers
and take pressure off the team as there 1sn't a
Release Day anymore. Developers can focus on
building software, and they see their work go lhive
minutes after they've finished working on it.
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4.4 Continuous Deployment (CD)

» Continuous Integration vs Contmuous Delivery vs
Contiuous Deployment

. Automatic

Continuous m Manual
Integration

. Test (B Deploy S _. Smoke Test
Test Staging )

Continuous Delivery

Acceptance Deploy to Deploy to

Continuous Deployment
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4.4 Contmuous Deployment (CD)
» CI/CD for Azure Web Apps (AppForMovies)

5. Deployment to Web Apps.
. _3Hf @ ¢ (e

5 > W&
. Azure Repo§ . Azure DevOps Azure DevOps Azure Web Apps
3. Continuous integration triggers Pipelines . Pipelines _
application build and unit tests. 4. Continuous deployment trigger
orchestrates deployment of application
artifacts with environment-specific
) o parameters.
2) 2. Commit application code 6
and Web Apps web.config file o .
PP g 6. Azure Application Insights
collects and analyzes health,
performance, and usage data.

v
& 4
M < 1 ‘ < w

<

7 —
Visual Studio Engineer

1.Change application source code. 4

. Azure Application Insights
7. Review health, performance,

8 and usage information

. 8. Update backlog item

Q

Visual Studio
Team Services Backlog

17 Escuela Superior Ingenieria Informatica [JSoftware Engineering Il (1Unit 4. DevOps



Referencias

» IEEE24765]ISO/IEC/IEEE 24765-2010 Systems and
software engineering — Vocabulary

» JEZ HUMBLE AND DAVID FARLEY, Continuous
Delivery: Reliable Sofiware Releases through Build,
Test, and Deployment Automation, Wiley, 2012

18 Escuela Superior Ingenieria Informatica [ Software Engineering Il I Unit 4. DevOps



Visual Studio 2022 - Azure:
Continuous Integration

Continuous Integration with Azure Pipeline




Cl and DC in Azure

Azure Repos

Azure Pipelines Azure Artifacts

Azure Test Plans

Azure DevOps T

1
A (&
Q[

NC)
Interpretation of results ( i‘,‘)

&

Web App Azure

@

SQL Azure
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Continuous Integration: Azure Pipelines
» Open Azure DevOps:

Open your Organization Settings

v — (] X
IfJ Projects - Home X -+
C @ dev.azure.com/UCLMESIIABISII/ Q 2P v & L © » % % 0O e :
JCR&otros Articulos Tecnicos telehealth Tramites Personales Herramientas EA Educacion @ CNEAI » Todos los marcadores
) Azure DevOps Q Search = 0 0 &
p

UCLMESIIABSI UCLMESIIABISI|

SE23240rozco 4 : :
Projects My work items My pull requests = Filter projects
A

100 more organizations

AppForMovies SEILTESTING
New organization A - [ . S
ste es el proyecto

AppForM This is the

AppForMovi
Sprint 229 :

With this update, we announce the
upcoming deprecation of NuGet
Restore v1 and NuGet Installer vO
pipeline tasks. Check out the release
notes for details.

— _ AppForMovies
hti:oB liirgamzatlor;usz\;l:siims||/ ﬁh Este es el proyecto AppForMovies. This is the AppForMovies pr..
Ps: ev.azure.com, _Setun \A/

t used for

3
3
:
3
3
£
H

S
J)
U
=
&
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Continuous Integration: Azure Pipelines

» Open Azure DevOps:

Enable classic pipelines

v —
l,'J Settings - Settings (UCLMESIIAE X + o x
& C & dev.azure.com/UCLMESIIABISII/_settings/pipelinessettings Q 2 w 8 L o B «~ ¥ » 0O e :
JCR&otros Articulos Tecnicos telehealth Tramites Personales Herramientas EA Educacion e CNEAI ' SAFARI (& [RT] WSA: MS - Ove... » Todos los marcadores
J Azure DevOps UCLMESIIABIS Setting = 60 0 & @
Organization Settings
& Permissions L
(@ ) off
Boards
% Process
'(. )' Off Disable stage chooser
Pipelines With this enabled, users will not be able to select 1e Pipeline panel
£ Agent pools
. '(. )’ Off Disable creation of classic build pipelines
& Settings No classic build pipelines can be created / imported. Existing ones will continue to work
" Deployment
00 Parallel jobs '(. :V Off Disable creation of classic release pipelines
s s, task groups, and deployment groups can be cr d / imported. Existing
E ] £ OAuth configurations
3
mE
H
U 5 Repos
z
@g @) Repositories .
@_ H Triggers
H
Artifacts
o2 e > (@ ) of Limit buildina null reauests from forked GitHub renositaries @ _High risk v
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Continuous Integration: Azure Pipelines

» Open Azure DevOps:
Pipelines
Builds = New Pipeline

G Azure DevOps UCLMESIIABISII SlI-AppForMovies Pipelines L Search = b 2% @
n ISI1-AppForMovies aF . .
Pipelines New pipeline
ﬂ Overview Recent All Runs S’ Filter pipelines
% Boards

Recently run pipelines

Repos
‘ Pipelines

Pipeline Last run

) #20211025.3 » Updated README.md &% 34m ago
@ isi-AppForMovies-ASPNET Core-Cl - Test... o o 5

& Pipelines ndividual I for @) ¥ main

; #20211025.2 « Updated README.md % 4
& Environments @ Isii-AppForMovies-ASPNET Core-Cl i peate " oomee
ndividual Cl for ° ¥ main © 2m 125

&/ Releases

[\ Library

= Task groups

" Deployment groups

A Test Plans
E. Artifacts

i
:
a
:
i
i

>
=l
9
=)
¢

@ Project settings <<
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Continuous Integration: Azure Pipelines

4

Create the pipeline with the classic editor (easier for us)

J

Azure DevOps

Tutorial AppForMovie... —+

Overview

% Boards

Repos

Q Pipelines

&

mn

Builds

Releases

Library

Task groups
Deployment groups
Test Plans

Project settings K

EnriqueBrazalez Tutorial_AppForMovies_P

New pipeline

Where is your code?

ip

Pipelines L Ssearch il @ 2, @

9 Azure Repos Git  YAML
Free private Git repositories, pull requests, and code search

O GitHub ~ YAML
Home 1o the O JS‘E :'1:"5‘ community ot developers

GitHub Enterprise Server
The self-hosted version of Git

® Other Git
Any generic Git reposito

»=== Subversion

B (entralized version control by Apache

YAML

GitHub Enterprise

Use the classic editor to create a pipeline without YAML.

S

Escuela Superior Ingenieria Informatica - Software Engineering Il - CI/CD seminar



Continuous Integration: Azure Pipelines

Select a source

\
|\,/| —
—
Type of repository » J ) () = | v | ®
Azure Repos Git GitHub GitHub Enterprise Subversion Bitbucket Cloud Other Git
i = I Server

Repository

. > AppForMovies v
Repository »

Default branch for manual and scheduled builds
Tell us where your sou B ranc h I §  Development v

You can customize how to get these sour¢
Continue ‘
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Continuous Integration: Azure Pipelines

G Azure DevOps UCLMESIIABISIH AppForMovies Pipelines /O Search = Fi ';:‘ e
AppForMovies +

Select a template ’ e X ‘

Or start with hE i
ﬂ T Or start with an gy Empty job

% Boards 4
ASP.NET
Repos ﬂ Build and test an ASP.NET web applicatior

o ripelines @ Azure Web App for ASP.NET
Build, package, test, and deploy an ASP.NET Azure Web App
ty
e yose a template
& R N . Others
I Pe I n e ate that builds your kind of app.
m i

Vi% ASPNET Core
dotnet|
and customize the tasks later. Build and test an ASP.NET Core web application

=, template of a

Dql ASP.NET Core (NET Framework)
Build an ASP.NET Core web application that ta

"< .NET Core app S
. Framework
A L ﬂj ASP.NET with containers
Build and push an ASP.NET application with container support
H Artifacts
&> Azure Functions for .NET
%5 Project settings K E; o s 7E71» e functions spplicaren e
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Continuous Integration: Azure Pipelines

l:] Azure DevOps
AppForMovies

ﬂ Overview
% Boards
Repos
Q Pipelines
gy Builds

& Releases
I Library

= Task groups

" Deployment groups

Tt
A Test Plans

F. Artifacts

== Get sources

& AppForMovies-ASP.NET Core-Cl 4

Tasks Variables Triggers Options Retention  History

Pipeline

»q AppForhMoviss

Agent job 1

Reftf)rf
s
i
Publish

f Publish Artifact

Task |.Clean the project

Task 2. Compilation and generate build

Task 3.Test

Task 4. Publish Artefact
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Continuous Integration: Azure Pipelines

n & - > ISll-AppForMovies6-ASP.NET Core-Cl

Tasks Variables Triggers Options  History [E Save & queue - “) Discard Workstation for task execution 7

? Pipeline e

== Get sources

}
oq AppForMoviess0 & main ISII-AppForMovies6-ASP.NET Core-Cl

Name *

) Agent pool © Pool information | Manage 2
Agent job 1 gentpool © | | g

Azure Pipelines | O

dotnet

Restore —
e Agent Specification *

¢
]

windows-2022

e

Parameters © | < Unlink ll
J Test . ;
et Project(s) to restore and build @
Publish "/ esproj
dotnet —
f Publish Artifact Project(s) to test <@

@

= *UT/*.csproj

» V

Directory where the unit test project is located
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Continuous Integration: Azure Pipelines

& - > ISll-AppForMovies-ASP.NET Core-Cl...

Tasks Variables Triggers Options  History = Summary [ Queue --- e
EIPelmf_ .NET Core ® @ Link settings [Q View YAML il Remove
= Get SOuceES Task version 2 * v
> AppForMovies ¥ main
Agent job 1 + Display name *
£ Run on agent
’ Test 1 1

| Enable the option to publish
W Restore Command *

.NET Core

test results and code coverage

Publish Artifact

Publish build artifacts

. test
Build
i .NET Core
Path to project(s) @

ﬁ Test ®i

NET Core N - **/* UT/*.csproj
Publish \/g y
jotnet o

NETCore Arguments

--configuration $(BuildConfiguration) --collect "Code coverage”

Publish test results and code coverage @

Test run title @

Advanced v

=
=IF
%k
2
¢
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Continuous Integration: Azure Pipelines

» In the case of implementing Continuous Delivery (CD), an artefact must be
published in the Releases section to automate the Delivery of our code in

production.
& - > AppForMovies-ASP.NET Core-Cl - Classic
Tasks Variables Triggers Options Retention History = Summary [ Queue ...
IE'-’.ip:e:Ii:eE .NET Core © @ Linksettings [f) View YAML [i] Remove
== Getsources Task version 2. v
> AppForMovizs
Agent job 1 I Display name *
B8 Run on agent Publish
dotnet Rfavstf?r‘e Command* (@ Creatlon Of a .ZIP flle Wlth
< Bl the compressed a ’
e P PP

Publish Web Projects

M Test Arguments (O
--configuration $(BuildConfiguration) --outp@ $(build.artifactstagingdirectory)

#M Publish Qi -
ET Core = | Zip Published Projects O
v

@ Add project name to publish path ®

f Publish Artifact
- Advanced Vv
Control Opticns v

Output Variables v
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Continuous Integration: Azure Pipelines

Automate all the pipeline
& o Apchionies-ASP.NET Core-Cl - Classic actions on each COMMIT

Tasks Variables Triggers Options Retention History 5 Save & queue ~ “) Discard = Summary

Continuous integration d AbDE
ppFor,

°d AppForMovies

Enable continuous integration

Scheduled + Add () Batch changes while a build is in progress

Branch filters

Type Branch specification
Build completion + Add
Include : §° development v
- Add
Path filters
- Add

Apply it to any
COMMIT made to the
“development” branch
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Continuous Integration: Azure Pipelines

» Now we have our Cl pipeline already set up

Save and analyze your results

& - > AppForMovies-ASP.NET Core-Cl - Classic
Tasks Variables Triggers Options Retention History Save & queue ~ ) Discard = Summary
inali B Save & queue ) N
l,plp,eA“?e“ .NET Core ©® @ Link settings [ View YAML [u] Remove
Teremr B save
== Getsources B Save as draft K version 2% v
5 AppForlovies naster
Agent job 1 Display name *
F R publish
dotne Rgvstrore Command ®
publish v

il
£T Core Publish Web Projects ©

Test Arguments @

. --configuration $(BuildConfiguration) --output $(build.artifactstagingdirectory)
Publish Q:
lotnet = - ~
ET Core i Zip Published Projects ©
f Publish Artifact Add project name to publish path (U
- - Advanced Vv

Control Options v

Qutput Variables v

=
=IF
%k
2
¢
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Continuous Integration: Azure Pipelines

» Pipeline execution

Once the Pipeline is created in the Azure DevOps portal, it will
automatically launch an agent that will perform the tasks we have
configured using the lastest COMMIT on the target branch.

G Azure DevOps UCLMESIIABISII ISII-AppForMovies Pipelines ‘ P Search

s o s @
Pipelines New pipeline :

n 1SII-AppForMovies

n Overview Recent All Runs Y Filter pipelines
% Boards
Recently run pipelines
Repos
Pipeline Last run
q Pipelines
#20211025.3 » Updated README.md & 34m ago

ISII-AppForMovies-ASPNET Core-Cl - Test... i
3 ° PP 7 Individual Cl for ° ¥ main ® 3m43s

ki Pipelines
3 #20211025.2 » Updated README.md 34
£ Environments ° ISII-AppForMovies-ASP.NET Core-Cl N P i & 34m ago
ndividual Cl for ° ¥ main @ 2m12s
& Releases
I\ Library

Task groups

1

" Deployment groups

A Test Plans
! Artifacts

@ Project settings <<
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Continuous Integration: Azure Pipelines

» Log
See how each action executes

G Azure DevOps UCLMESIIABISII ISII-AppForMovies Pipelines ISII-AppForMovies-ASP.NET... 20211025.3 P Search = ] ’ e
n 1SI1-AppForMovies -+
° #20211025.3 Updated README.md Cancel
on ISII-AppForMovies-ASP.NET Core-Cl
ﬂ Overview
Summary
% Boards
Repos Manually run by @) ELENA MARIA NAVARRO MARTINEZ
f oM Repository and version Time started and elapsed Related Tests and coverage
Pipelines ’
© AppForMovies @ Just now 7 0 work items & Get started
| i Pipelines ¥ main ¢ 67c30bc0 - =1 consumed
,Q\ Environments
& Releases Jobs
Y Library Name Status Duration
= Task groups © Agentjob1 Queued
" Deployment groups

A Test Plans
! Artifacts

3
3
3
3
3
]
H
3

S
J)
U
=
&
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Continuous Integration: Azure Pipelines
» Log

See how each action executes

1SI-AppForMovies AF . .
n S < Jobs in run #20211025.3 O Checkout AppForMovies@main to s
SIl-AppForMovies-ASP.NET Core-Cl
n Overview
Starting: Checkout AppForMovies@main to
ﬁ Boards Jobs 2 ==
Task : Get sources
Repos v @ Agent job 1 16s I Description : Get sources from a repository. Supports Git, TfsVC, and SVN repositories.
Version : 1.0.0
Initialize job 15s 6  Author : Microsoft
Q Pipelines : [More Information](https://go.microsoft.com/fulink/2LinkId=798199)
® Checkout AppForMov... ;
=2 Pipelines Syncing repository: AppForMovies (Git)
O Restore Prepending Path environment variable with directory containing ‘git.exe’.
£ Environments git version
O  Build
Releases
O Test
I\ Library
O Publish code coverage fro...
&= Task groups
O Publish
" Deployment groups
O Ppublish Artifact
A Test Plans )
O  Post-job: Checkout AppF-...

x|

Artifacts
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Continuous Integration: Azure Pipelines

& ISll-AppForMovies-ASP.NET Core-Cl

Runs Branches Analytics

Description

#20211025 3 Updated README.md

= Manually triggered for ° ¥ main ¢ @ X

#20211025.2 Updated README.md

¢ Individua lec:r'° ¥ main ¢ 67c30bco X

#20211025.1 Updated README.md

7 Individua :Ifcr° P main ¢ 0f79beSe

Summary of the pipeline runs

Stages

o

#20211022.1 The third test case SelectMoviesGet has been modified to check th...

7 Individua Qlfcr‘° ¥ main @ b5fe626a

#20211018.1 requiring to be logged in to access to purchase

@ Individual €l for @ ¥ main ¢ 04348db3

#20211007 10 Fix EmailConfirmed. Add Manual IDs - SeedData

gered for ‘ ¥ main @ d96da7cc

#20211007 9 Fix EmailConfirmed. Add Manual IDs -
= Manually triggered for ° ¥ main @ d9eda7cc

= Manually trig

#20211007.8 Fix EmailConfirmed. Add Manual IDs -

= Manually triggered ‘::1" ¥ main @ d96da7cc

HINIINNT 7 Civs Comnaillanfiviannd AAdAd AMMaiia 1N~

SeedData

SeedData

CandNasa

Y

2 6m ago
@ 3m 48s

@ 42m ago
® 2m 12s

@ 46m ago
@ 3m43s

@ viernes
@ 2m 32s

@ 18 oct
@ 2m 39s

B 7oct
® 2m 40s

B 7oct
@ 2m 14s

@B 7oct
@ 3m43s

(= A
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Continuous Integration: Azure Pipelines

@ #20211025.3 Updated README.md [ Run new |
on ISII-AppForMovies-ASP.NET Core-C Summary Of the Pipeline run

(@ This run has been retained forever by main (Branch). View retention leases

Summary Tests Code Coverage

Manually run by @ ELENA MARIA NAVARRO MARTINEZ

Repository and version Time started and elapsed Related Tests and coverage

¥ AppForMovies @ Today at 17:47 70 work items © 100% passed

¥ main ¢ 67c30bc0 ® 3m 48s 12 published; 1 consumed B 20.33% covered
Warnings 21

o AppForMovies\Design\UC-PurchaseMovies\PaymentMethod.cs(9,27): Warning CS0659: 'PaymentMethod' overrides Object.Equals(object o) but does not override Object.GetH...

Build

® AppForMovies\Design\UC-PurchaseMovies\Genre.cs(11,18): Warning CS0659: 'Genre' overrides Object.Equals(object o) but does not override Object.GetHashCode()

Build

o AppForMovies\Design\UC-PurchaseMovies\PayPal.cs(9,18): Warning CS0659: 'PayPal overrides Object.Equals(object o) but does not override Object.GetHashCode()

Build

4
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Continuous Integration: Azure Pipelines

IS1I-AppForMovi +
B st-appterticie @ #20211025.3 Updated README.md | Run new |
on ISIl-AppForMovies-ASP.NET Core-C
ﬂ Overview RGSUlt Of the tests
% Boards (D This run has been retained forever by main (Branch). View retention leases

Repos
q Pipelines

&y Pipelines

Summary Tests Code Coverage

Summary

B . 1 Run(s) Completed ( 1 Passed, 0 Failed )
Environments

& Releases 12 2 erssed 100% 15s 466ms 0O

Y Library Total tests 0 @ Failed Pas

rcentage Run duration

0 Others

T +45993
%= Task groups = 2Eems

+ Deployment groups

A Test Plans
‘ Artifacts

) Bug Link {8 Testrun v /7 columnoptions Y

%Y Filter by test or run name Tags Test file Qwner Aborted (+1)

Hooray! There are no test failures.

i
I
3
3
3
k!
E
3
-]
H
H

S
J)
O
i)
@

Change the test outcome filter to view tests relevant to you.
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Continuous Integration: Azure Pipelines

G Azure DevOps Sli-AppForMovies Pipelines SIl-AppForMovies-ASP.NET
. ISII-AppForMovies aF

© #20211025.3 Updated README.md

on ISlI-AppForMovies-ASP.NET Core-Cl

ﬂ Overview
% Roards (D This run has been retained forever by main (Branch).
Repos

Summary Tests Code Coverage
v Pipelines
& pipelines Download code coverage results
B Environments

@

Releases

M Library Resultados de la cobertura de codigo

= Task groups 20211025.2.Release.any cpu.150.coverage ~ \ﬁ’ G
Jerarquia

Deployment grq :55 20211025.2.Release.any cpu.150.coverage

4 = appformovies.dll
A ST » {} AppForMovies
4 {} AppForMovies.Controllers
l Artifacts b ®% HomeController

4 %3 MoviesController

Create()

MovieExists(int)
MoviesController(AppForMovies.Data.ApplicationDbContext)

SelectMoviesForPurchase(AppForMovies.Models.MovieViewModels.SelectedMoviesFor...

DD DD

SelectMoviesForPurchase(string, string)

P ®3 MoviesController.<Create>d_5
b % MoviesController.<Delete>d_8
b ®3 MoviesController.<DeleteConfirmed>d_9
b 3% MoviesController.<Details>d_3

3
3
3
3
3
E
3
]
£
H

20211025.3

No cubiertos (bloques)
29544
2071
66
282
17

15

2

13

0

0

0

12
26
12
26

o)
»
¥
a

View retention leases

Code coverage

No cubiertos (% de bloques)
78,84 %
7391 %
100,00 %
46,08 %
100,00 %
15,79 %
100,00 %
100,00 %
0,00 %
0,00 %
0,00 %
100,00 %
100,00 %
100,00 %
100,00 %

Cubiertos (bloques)
7929

731

0

330

80

Cubiertos (% de bloques)
21,16 % -
26,09 %

0,00 %

53,92 %

0,00 %

84,21 %

0,00 %

0,00 %

100,00 %

100,00 %

100,00 %

0,00 %

0,00 %

0,00 %

0,00 % >
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Continuous Integration: Azure Pipelines

» How Cl works
Introduce a change in your Project, for instance a comment

Commit and Sync the solution and pull request the changes in the
“development” branch

Observe the actions performed by the pipeline created

” AppForMovies - ApplicationDBContext.cs*

ApplicationDBContext.cs* + X

oﬁAppForMovies.APl < 0!8AppForMovies.API.Data.AppIicationDbConlext
" 1 ~using Microsoft.AspNetCore.Identity;

using Microsoft.AspNetCore.Identity.EntityFrameworkCore;

1sing Microsoft.EntityFrameworkCore;

~ namespace AppForMovies.API.Data

{

public class ApplicationDbContext : IdentityDbContext<IdentityUser>
{
public ApplicationDbContext(DbContextOptions<ApplicationDbContext> options)
: base(options)
{

//comment;

}

protected override void OnModelCreating(ModelBuilder builder)

{

base.OnModelCreating(builder);
v

@ No se encontraron problemas. & v Linea: 12  Caracter: 22  SPC CRLF

i
¥
H
S
3
H
E
3
3
z
:
3

S
J)
O
i)
@
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More information

» Links sobre Pipelines
» Get started with Azure Pipelines

https://docs.microsoft.com/en-us/azure/devops/pipelines/get-
started/!view=azure-devops

» Create your First Pipeline

https://docs.microsoft.com/en-us/azure/devops/pipelines/create-first-
pipelinelview=azure-devops&tabs=browser%2Ctfs-2018-2

» Enabling Continuous Integration with Azure Pipelines

https://azuredevopslabs.com/labs/azuredevops/continuousintegration/
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Unit 5. Software Testing:
Processes and Documentation

1. Introduction

Test Processes

Test Management Processes
Dynamic Test Processes
Integration Testing

System Testing

Acceptance Testing

® N o 0 > W b

Regression Testing
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Goals
» To be able to identify which processes may be relevant for
a testing process

» To understand which dependencies between processes
are applicable

» To understand why we should document our testing
process
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1. Introduction

» Testing is a key approach to risk mitigation in software
development.

» Risk-based testing is a best-practice approach to
strategizing and managing testing, as it allows testing to be
prioritized and focused on the most important
features and quality attributes.

» Test processes that can be used to govern, manage and
implement software testing for any organization, project
or smaller testing activity.

» Test documentation is an output of the processes
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1. Introduction

» V-Model: @

| N

Requirements Run Acceptance

>
Specification i testing
\ > Run System %

testing

/

Run Integration
Design > — > L 8
testing

o A

v )

/ O
Code —> Run Unit testing D

=
=
O
=)
¢
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2. Test Processes

» Used to provide information on the quality of a software

I P
,2:2021)

SN
7

4

AR <ozl

@% res R/“V%

2UCLM

Organizational
Test Process

product comprising a number of activities, grouped into
one or more test sub-processes (ISO/IEC/IEEE 291 |9-

develops and manages organizational test specifications that
typically apply to testing across the whole organization (i.e.
they are not project-based).

a2 Test Management Processes "\ cover the management of testing for a whole test
et project or any test phase (e.g. system testing) or

Test Y Test i ithi
e Bipcltonimg G i tesf: type (e.g Performance testing) within a test
Process Process Process project (eg project test management, system test

\_ ) management, performance test management).
: N for performing dynamic testing that may be
Dypamic Test Processes performed at a particular phase of testing

Test et 8

— S - . |ncTiZS;nt (e.g. unit, mtegr.atlon, system, and acc.eptance)
Implementation Set-up & Execution Reporting or for a partlcular type of testlng (eg

Process Maintenance Process c c .
Procass Process performance testing, security testing, and

functional testing) within a test project.

Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 5. Sofware Testing: Process and Activities



2. Test Processes: Types of documents

» Documents ISO/IEC/IEEE 29119-2:2021 for Software Test:
/ Master Test Plan —

d//\' %@Mﬁr gﬁmg Test Plan ww*fzs* Test Plan Planning
. | [ \
D@SQW\O{ X—Q§Tuf\% L!@U\) I o %Ow\%
Test I?es:gn Ly opproosh ba  tesheng Design
T
TT. —~ ; 4
o o, Fo JRSGU N sy / S
M;L e o \sagsﬁ//e Test Procedure Test Case . .
ile o olfer wnncng Design & Implementation
}\,\L loec COSRS.
— o
lesl  coes
€ cpoecy Pm‘oﬁawg bd%g while vonae /\ INPORTANT > Resodt u% QY . .
RRSCRN [t e et = mnen o Bygluation & Reporting e
Eg kesx o i & ;
3 ) -— — - ] a - ‘./
@;ﬁ et eer L= e el Log\+\j§ Test StatusReport
vake
’% W\/Ug 3- S,.\(WQUM Uéémi &QCU\M@/\&? %ﬁ—ow&k‘mgﬂ& Desartloa e i}pv\c&*ivwhfw o Hs
. VS q)mdm)f ,{awcun% o fest ek .

ester — The wed  Joxluves Ha Letter
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3. Test Management Processes

» These may be applied at the project level (project test management based
on a project test plan), for test management at different test phases (e.g.
system test management, acceptance test management based on separate
test plans) and for managing various test types (e.g. performance test
management, usability test management based on separate test plans).

Organizational
Test Process

A

Test Policy & Feedback on
Organizational Test Strategy Test Policy &
v Organizational Test Strategy

Test Management Processes
i Test Plan Updates

Test

Test Completion
Test Test Plan i Test " Results Test Report :
H | - ’
Planning = el Completion
Control
A A
Test Plan, Test Plan, Test Plan,
Control Test Status Reports, Control Test
Directives Test Completion Report, Directives Measures
v Test Measures &
E: Test Management Dynamic Test
| 5 Processes Processes
F A
U 3 Test Plan, Test
z _Control Measures
@ i Directives v

Dynamic Test
Processes
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P
3. Test Management Processes *'. %~

Test Plan or a test plan for a s

—
Test Plan such as a System Test Plan, or a
test plan for

~—~— >

‘testing, such as a Performance Test Plan.

—————
Inputs to activities in this process may
include:
« Organizational Test Policy; * Project Management Plan;
« Organizational Test Strategy; » Applicable product documentation
* Regulatory Standards; (e.g. System Requirements, Test Item
* Project Test Plan (if planning testing Specification);
for a specific phase or type within a « Software Development Plan;
project); * Project and Product Risks; and
* Incident reports; « Test Plan Updates.
Understand
Scope
@ ntext f———y TP3-TP6
(TP1) ; T
Organize est Plan . .
Test Plan Development Schedule ite ratlvely
Development .
L : carried out
= Identify & Analysed Risks
Analyse Risks %
(FP3) Identify Risk Mitigation
N Mitigation Approaches
Test Plannlng Approaches
Process (20 Design Test
Strategy
Determine (TP5)
Staffing and
- Scheduling Test
E i — (TP6) Strategy
d] 3 - Te(s_lfpl;l)a n Schedule,
: Gain Staffing Profile
@3 Consensus on | ]
@ : : Test Plan Draft
i Communicate (TP8) Test Plan
‘ § Test Plan | Test Plan And ¢ 7
@‘_ Make Available Approved
(TP9) Test Plan
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3. Test Management Processes

» Test Monitoring & Control process scrutinizes whether testing progresses in
accordance with the Test Plan and the organizational test specifications. If there are
significant departures from planned progress, activities, or other aspects of the test
plan, activities will be initiated to correct or compensate for the resultant variances.

» This process can be applied to the management of a whole test project (hormally
made up of a number of test phases and test types) or to the management of the
testing of a single test phase (e.g. system testing) or test type (e.g. performance

H H Inputs to activities in this process may include:
testi ng) . Test Monitoring | | neus to activ
& Contro| « Applicable product documentation, e.g. System Requirements, Contract, etc.;
« Organizational Test Policy;
Process « Organizational Test Strategy;

« Control Directives (from a higher level Test Monitoring a
«. Measures (from the Test Process being managed).

ss); and

Test Status Report

Test Control

Test Progress
glnfo Report Info [Testing Incomplete]
I (TMC4) ¢ I I !

:leasrt Set-U Me:,ezf,s-ef 4 = EZTeSﬁth :
et- Y i omplete
> 5k [T s e e
Test Progress
" Info
Test Control
Measures Directives

Dynamic Test
TR ... lest Process...

<<instantiated>>

The process is shown as purely
sequential, but in practice it may
be carried out iteratively, with
some activities being revisited.
See text for details.

Test
Management
Processes
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3. Test Management Processes

» The Test Completion Process is performed when agreement has been
obtained that the testing activities at a specific test phase (e.g. system
testing) or test type (e.g. performance testing) are complete to make
available useful test assets for later use, leave the test environment in a
satisfactory condition, and record and communicate the results of the
testing to relevant stakeholders. Test assets include Test Plans, Test Case
Specifications, test scripts, test tools, test data and test environment

infrastructure.  Test Completion
Process

Inputs to activities in this process may include:
* Project Test Plan;

* Phase Test Plans;

* Incident Reports;

» Project Test Status Reports;

» Phase/Type Test Completion Reports; and
Archived Test + Organizational Test Strategy (if relevant).
Archive Assets

H Test Assets
(TC1)
a U Available Test
can vp Environment
Test
Environment
TC2
(T€2) . Lessons
Identify Learned
Lessons
Learned Test
(TC3) Completion
Report Test Report
Completion —’@

(TC4)

The process is shown as purely sequential, but in practice it may
be carried out iteratively, with some activities being revisited.
See text for details.

10 Escuela Superior Ingenieria Informatica » Software Engineering Il » Unit 5. Sofware Testing: Process and Activities



4. Dynamic Test Processes

» The Dynamic Test Processes are used to carry out dynamic testing
within a particular phase of testing (e.g. unit, integration, system and
acceptance) or type of testing (e.g. performance testing, security testing,
usability testing).

Test Management Processes

Control
Test Plan Test Directives
Measures

Test | Test
Test Design & Specification ’ Test Results [No Issues Noticed]
. P Implementation W Execution >?
[Issue Noticed
OR
Retest Result]
3 Test
E H Environment
d]; Requirements . .TeSt : Test
@3 ' nvironmen :
@i Set-up & Test Environment RInC]dePt Incident
s k Maintenance Readiness Report eporting Report
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4. Dynamic Test Processes

» The Test Design & Implementation Process is used to derive test
cases and test procedures; these are normally documented in a test
specification. This process requires testers to apply one or more test
design techniques to derive test cases and test procedures with the
ultimate aim of achieving the test completion criteria, typically described in
terms of test coverage measures. Those test design techniques and test

completion criteria to use are specified in the lest Plan:

Test Design &
Implementation Process

Test Design o
Feat Specification c Qg
Identify S |\/ - o
o> Feature Sets O
Sets H
(TD1) NS
Derive Test | Test Conditions = \&d\ oy
Conditions ﬁ Test Case &
(TD2) L Test 5 % Specification (\ QQDUJ
Derive Coverage
Test Items S ~

Coverage ﬁ
Iltems H
(TD3) .

Derive Test Cases Test
Test Cases ﬁ
Procedure
(TD4) Specification
Test @ P
Assemble Sets
Test Sets ﬁ ﬁ
(TD5) S L
. Tzst Procedures
Derive Test [ g Test Scripts
Inputs to activities in this process Procedures | m——(@)

may include: (TD6)

Test basis; e ARt Y
+  Testplan; Q
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4. Dynamic Test Processes

» The Test Environment Set-Up & Maintenance used to establish and
maintain the environment in which tests are executed. Maintenance of the
test environment may involve changes based on the results of previous tests.
Where change and configuration management processes exist,
changes to the test environments may be managed using these processes.
The requirements for a test environment will initially be described in the
Test Plan, but the detailed composition of the test environment will normally
only become clear once the Test Desigh & Implementation Process has
started.

. Inputs to activities in this process may
Test Environment Set-Up include:
& M . t P * Test Plan(s);
aintenance rocess » Test Environment Requirements;
* Intended/operational environment;
» Test basis;
» Test procedure(s); and
« Test results (where available).

Test

Environment Test
) Readiness L Environment
Establish Test Report Maintain Test Update(s)
H Environment _'» Environment —>©
(ES1) (ES2)
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4. Dynamic Test Processes

» The Test Execution Process is used to run the test procedures
generated as a result of the Test Design & Implementation Process on the
test environment established by the Test Environment Set-Up &
Maintenance Process. The Test Execution Process may need to be performed
a number of times as all the available test procedures may not be executed
in a single iteration. If an issue is fixed it should be retested by re-entering
the Test Execution Process.

Inputs to activities in this process may include:

Test Execution LS i R
» Test procedures(s);
Process « Test item;

* Test basis;
+ Test environment readiness report (where available); and
+ Test environment update(s) (where available).

Test l

Test Test Execution
Execute Test | oOutcome Compare Test | Results Record Test Log
—>@®

H Procedure(s) (el Results g Execution

(TE1) (TE2) (TE3)
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4. Dynamic Test Processes

» The Test Incident Reporting Process is used for the reporting of test
incidents. This process will be entered as a result of the identification of test
failures, instances where something unusual or unexpected occurred during
test execution, or when a retest passes. In the case of a new test this will
require an incident report to be created. In the case of a retest, this will
require the status of a previously-raised incident report to be updated, but
may also require a new incident report to be raised where further incidents
are identified.

. Inputs to activities in this process may include:
Test Incident « Test results;

» Test procedures(s);

RepOrting * Test Case(s)
PrOCESS * Test item(s);

» Test basis; and
» Test execution logs (where available).

Incident n

hepork 4 Incident
Analyze Test Updates Create/Update Report _
(IR1) | (IR2)
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5. Integration testing

» An alternative for ordering testing levels:

Run Integration
testing

Design > —>

2!
=IF
Ok
i
¢

Code ——— > —> Run Unit testing
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» Integration test t ] tes
programs o u heir proper
functioning in the complete system [IEEE24765]

’\

» Integration testing: testing in which software
components, hardware components, or both are
combined and tested to evaluate the interaction among

them. [IEEE24765]

» Goal: testing conducted on multiple complete,
mtegrated systems to evaluate their ability to
y successfully with each other and to

mtegrated W

H nteqrated systenn
e 5
. reochn  oueralld (%OO&>

C/bvv\ovv\%fa —
> \,Q%U L\FQJ\J\MQJV\E
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5. Integration testing

» Two approaches:
/ Incremental testing:

Wﬁ Constraint: The product must be hierarchically designed
\NMFQ Technique:
Each piece of software is tested individually (unit testing)
&@M The different units are assembled using either bottom-up or top-down strategies,
W and applying white and/or black box testing to generate the test cases

Advantages: faults can be more easily located

Disadvantages: it is necessary driver and stub code

Automation: XUnit, JUnit, SimpleTest, MSTest...
Big-bang testing: software elements, hardware elements, or both are
combined all at once into an overall system, rather than in stages

Technique: units are not tested until the whole system is assembled, then the
system is tested as a whole

Advantages: driver and stub code is not necessary
Disadvantages: faults are hardly isolated

2!
=IF
Ok
2i
¢
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5. Integration testing

» Top-down testing: il N

program calc, print, program
read-reg
rogram layer | ,
Prog 4 2 mogram, calc print, read-reg, program

/\ bonus-man,
\ \ bonus-noman

| program, calc, read-reg, program
L print print bonus-man,
bonus-noman
layer 2
3 program, calc, bonus-man, program
M print, read-reg bonus-noman
read-reg program, calc, program
b print, read-reg, bonus-noman
onhus-noman
bonus-man
bonus-man program, calc, program
e B print, read-reg,
bonus-man,

bonus-noman

5
=IF
Ok
2i
¢
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5. Integration testing

» Bottom-up Testing; EI“I

read-reg read-reg
bonus-man bonus-man
program layer | bonus-noman bonus-noman

2 print print

\\ calc, read-reg bonus-man, calc

bonus-noman

calc print

calc, read-reg, bonus-noman calc
bonus-man

M calc, read-reg, calc

bonus-man, bonus-
read-reg noman
bonus-noman 3

layer 2

program, calc, print program
read-reg, bonus-

bonus-man man, bonus-noman

layer 3 .
program, calc, print, program

read-reg,
bonus-man, bonus-
noman

S|
i
O!
Si
¢
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(Mcz COAN WA X
5. Integration testing e

» Top-down versus bottom-up testing;
Bottom-up:

Advantages:
lower level units are usually well tested early in the integration process
Driver code is more simple

Disadvantages:
Requires driver code
Upper level units are tested later and consequently may not be so well tested
The system as a whole does not exist until the last module is integrated

Top-down:

Advantages: upper-level units are tested early in integration (more time to
re-design)

Disadvantages: Complex stub code
Which alternative should we select?

Take into account risk factors: mission/safety/business critical functions
should be assembled and tested early

Availability of the units to be tested: project plan
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other classes < | reporto .' { by
. i 99)-
Then, select classes that use | smansc) :
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0. System Testing

» An alternative for ordering testing levels:

4 N

\ 5 Run System %

Requirements
Specification

testing

/

Run Integration
Design > — > L 8
testing

o A

/ O
Code —> Run Unit testing D

2!
=IF
Ok
i
¢
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0. System Testing

» Testing conducted on a complete, integrated system to
evaluate the system's compliance with its specified
requirements

» Types of System testing:
Functional Testing
Performance Testing
Load & Stress Testing
Recovery Testing

Security Testing (subjects: Seguridad)
Usability testing (subject: IPO & IPOII)
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6. System Testing: Performance testing

» Performance testing:

» Goal: testing conducted to evaluate the compliance of a system or component
with specified performance requirements

1 Ex. Re-assign pools of memory, modify priority levels, etc.
» Requirements
» Signed by the client
- Quantified

» Resources for performance testing:

Instrumentation Tool
events log, counting, monitoring collect and process data

Load Analysis
-

Hardware Environment
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6. System Testing: Performance testing

» Example of performance testing:
Response time of a transaction (medium, maximum)
Throughput: number of transactions per second
Workload: for instance number of simultaneous clients

Resources use: memory, storage, etc.

» Example of performance testing in RUP:

Information to design test cases:
Use Cases: special requirements section
Supplementary Specification
At least one test case for each requirement specified
Specifying test cases:

Use Case: Search for Title of Movies

Eg ID Workload Condition Expected result

dg LOI | customer Search of a specified title Response time <10 ms

%g LO2 [0 customer Search of a specified title Response time <10 ms
LO3 100 customer Search of a specified title Response time <100 ms
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6. System Testing: Load & Stress Testing

» Load Testing: [Molyneaux] testing conducted to evaluate a system
or component at the limits of its specified requirements

» Stress Testing: [Molyneaux] to determine the upper limits or sizing
of the infrastructure. A stress test continues until something breaks:
no more users can log in, response time exceeds the value you s
defined as acceptable, or the application becomes unavailable. o
» Advantages:
Reveal defects in real time systems
Poor design that cause unavailability of services
Build customers trust

» Resources: test bed
» Applicable to: unit, integration, system, sub-system

» Example: The AppForMovies can support till 1000 simultaneous users,
how would the following tests be?
Load testing:

Stress testing:

A000 Qood

You simply can’t get by without it at Google as all our applications
are heavily used and our data centers can be busy places.
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6. System Testing o M b

» Functional Testing

Goal: to evaluate the compliance of a system or component with
specified functional requirements.

Types of tests: usually black box testing (inputs-and outputs of
the evaluated functionality)

Equivalence class and Boundary Analysis
When: during the requirements stage

Principal points to be exercised:
Legal inputs
lllegal inputs
All likely outputs
All states and states transitions

All functions

=
=
O
=)
¢
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0. System Testing
Functional Testing RUP — Test Cases

» RUP: Guided by Use Cases

«trace» T «trace» / \
¢ \ . .
“ s -~ Daali :
-Case Realization Use CaseDESeia:zatlon
=Analysis 9

-------- «trace»

.......... White-box test

- X
Test Case
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0. System Testing
Functional Testing RUP — Test Cases

» RUP: Guided by Use Cases

Brief description Brief description of the use case Eoska How
Basic Flow How the system interacts with the actors Aanoe How (
Special requirements Non functional Alremate Flow 1
Pre-conditions Constraints to start the use case Alternate Flow 4

Alternate Flow 2
Post-conditions Constraints about the end of the use case . —
Alternative Flows Alternatives to the interaction End Use Case ' End Use Case

End Use Case

UC scenario: a whole path through the UC

Scenariol Basic Flow
Si Scenario2 Basic Flow Alternative Flow |
6% Scenario3 Basic Flow Alternative Flow | Alternative Flow 2
?% Scenario4 Basic Flow Alternative Flow 3
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0. System Testing
Functional Testing RUP — Test Cases

» Process to generate Test Cases from Use Cases:

For each UC generate a whole set of Scenarios:

Scenario: an instance of a use case, or a complete "path" through the use case

Scenariol. Customer successfully added Basic Flow
Scenario2. Customer does not exist Basic Flow 2.2.1
§J
&
&
%ﬁx =
o~ 2. Generate Test Cases: at least one Test Case per Scenario although it
U\ﬁ;” depends on the input conditions
' Re-read the UC looking for conditions and inputs
St Describe the Test Case
63 - _}ID | Scenarioftest condition Input | Input N Expected result
S e
¢i

Yesk
Co

A; /\JOH% Lué% gowd(
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0.

System Testing
Functional Testing RUP — Test Cases

» Process to generate Test Cases from Use Cases:

|dentify data values for each Test Case:
Review and validate the Test Cases

Assign values for the input conditions

» Advantages:

32

Use Cases developed just at the beginning of the software development
process

Test Cases generally related with the latest stages of the software
development process

» Testing team starts to define Test Cases early = early
detection of defects
» Coverage of testing improved
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6. System Testing: Functional Testing RUP

University Course Registration
|. Signin

This use case starts when a Student accesses the Wylie University VWeb site. The
system asks for, and the Student enters, the student ID and password.

2. Select 'Create a Schedule'

The system displays the functions available to the student.The student selects "Create
a Schedule.”

3. Obtain Course Information

The system retrieves a list of available course offerings from the Course Catalogue
System and displays the list to the Student.

4. Select Courses

The Student selects four primary course offerings and two Alternative course offerings
from the list of available course offerings.

5. Submit Schedule

The student indicates that the schedule is complete. For each selected course offering
on the schedule, the system verifies that the Student has the necessary prerequisites.

6. Display Completed Schedule

The system displays the schedule containing the selected course offerings for the
Student and the confirmation number for the schedule.

MANCHA

S
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S
=)
¢

UNIVERSIOAD DE CASTILA-LA
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6. System Testing: Functional Testing RUP

Alternative Flows

» FAI. Unidentified Student. Alternative to Step |

If the system determines that the student ID and/or password is not valid, an error
message is displayed.

» FA2. Quit. Alternative to any step

The Course Registration System allows the student to quit at any time during the use
case. The Student may choose to save a partial schedule before quitting. All courses
that are not marked as "enrolled in" are marked as "selected" in the schedule.The
schedule is saved in the system.The use case ends.

» FA3. Course Catalogue System Unavailable. Alternative to Step 3
If the system is down, a message is displayed and the use case ends.

» FA4. Course Registration Closed. Alternative to any step

If, when the use case starts, it is determined that registration has been closed, a
message is displayed, and the use case ends.

» FAS. Unfulfilled Prerequisites: Course Full, or Schedule Conflicts. Alternative
to Step 5.

If the system determines that prerequisites for a selected course are not satisfied
because the course is full, or that there are schedule conflicts, the system will not
enrol the student in the course.A message is displayed that the student can select a
different course. The use case continues at Step 4, Select Courses, in the basic flow.

S|
i
O!
Si
¢
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0. System Testing
Functional Testing RUP — Test Cases

Id Scenario __|Successful registration Flows

Scen-1 Successful registration FB

Scen-2 Unidentified student FB+FA1l
Scen-3 User quits FB+FA2
Scen-4 Course catalog system unavailable FB+FA3
Scen-5 Registration closed FB+FA4
Scen-6 Cannot enroll FB+FAS

1
¥
i
3
3
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0. System Testing
Functional Testing RUP — Test Cases

Id -TC |Scenario/ Password |Courses Expected
Condition selected results

UCI-1 Scen-I enavarro 123abl2 42324 No Yes No No Schedule
successful 42320 and
registration 42322 confirmation

42321 number
42327 displayed
42326

UCI-2 Scen-2 fmontero | Error
unidentified message;
student back to

login screen

UCI-3 Scen-3 valid fmontero 456654 A Login
user screen
quits appears

UCI-4 Scen-3 valid fmontero 456654 42327 A Login
user quits 42326 screen
saving the appears.

S schedule Schedule

ﬂg saved

@H UCI-5 Scen-4 course fmontero 456654 Yes Error

%)g registration message; back
system to step 2
unavailable
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0. System Testing
Functional Testing RUP — Test Cases

Scenario/ Password |Courses
Condition selected

Expected results

UCI-6 Scen-5 fmontero 456654 No Error message;
registration back to step 2
closed

UCI-7 Scen-6 cannot fmontero 456654 42324 42326 No Error
enroll -- 42320 message;

Full course 42322 back to step 4
42321
42327
42326

UCI-8 Scen-6 cannot fmontero 456654 42324 No 42324 Error
enroll -- 42320 42320 message;
Conflicting 42322 back to step 4
schedule 42321

42327
42326
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6. System Testing. Tools
» IBM:

Automation is key to the
Functional Tester

long-term success and

Rational PurifyPlus efficiency of the test team
Rational Performance Tester and to quard against

» Testing for .NET: reqressions. Google
Visual Studio: test projects

» Testing for Eclipse
Eclipse Test & Performance Tools Platform Project
JUnit

» Testing for Web:
Selenium:
http://www.websiteoptimization.com/services/analyze/

» JMeter: Performance testing
https://jmeter.apache.org/

» Android:

https://developer.android.com/training/testing/espresso/basics
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7. Acceptance Testing: V Model

» An alternative for ordering testing levels:

| N
Requirements L > Run Acceptance
Specification \ testing

\ Run System O
testing

/

Run Integration
Design > — > L 8
testing

o A

>

/ O
Code —> Run Unit testing D
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7. Acceptance Testing

» Goal: testing conducted to determine whether a system satisfies its
acceptance criteria and to enable the customer to determine whether to
accept the system.

» When: software developed for a specific customer, after system testing
» Stakeholders: users and testers

» Pre-requirements: system requirements and user manual real
environment (hardware & software)

» Points to be exercised:
Typical conditions of a working day
Continuous systems: testing cycle of 25 hours
Valid and invalid inputs of the main functionality

» Reuse System Testing

» When software is. developed for mass market:
Alpha testing: at the developers’ site, users are invited to test the system

Beta testing: System is sent to a cross-section of users who install it and use it
under real world working conditions
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3. Regression Testing

Requirements Run Acceptance

’ N —> i
Specification testing
\ Run System O c
testing D O
; ]
(7]
Run Integration 1
Design ———> —> : 1
testing (oY)
)
o

\ —— / 4
Ui <

Code —> Run Unit testing D
—— J

» Testing required to determine that a change to a system component a) has
not adversely affected functionality, reliability or performance; b) and has
not introduced additional defects.

» Regression test. Retesting to detect faults introduced by a modification

When must a test case belong to a regression test?

What happened after solving a Change Request!
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Unit 6. Software Quality

1. Concept of Software Quality
2. Product Quality




Goals

» Understand the concept of Quality

» Understand the problematic related to the quality
systems

» Understand the relation between quality product and
quality process

» Under the existing metrics, when they should be
employed and evaluate the results
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SWEBOK definition

» The Software Quality KA deals with software quality
considerations which transcend the software life cycle
processes. I he description of this KA covers three subareas.

The first subarea describes the Software Quality Fundamentals
such as software engineering culture and ethics, the value and costs
of quality, models and quality characteristics, and quality
improvement.

The second subarea covers Software Quality Management
Processes. The topics here are software quality assurance,
verification and validation, and reviews and audits.

The third and final subarea describes Practical Considerations
related to software quality. The topics are software quality
requirements, defect characterization, software quality management
techniques, and software quality measurement
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1. Concept of Software Quality

» What is Software Quality? Two different views:

Product Quality:

Quality is fitness for use meaning that customers or users of a
product should be able to count on it for what they needed it for.
Quality is the absence of defects (Juran)

Quality is defined from the customer’s point view, it is understood as
everything that increases its satisfaction (Deming)

Quality is the whole set of characteristics of a product or service that
has the ability to satisfy implicit and stated needs (ANSI)

To what extent a product satisfy the requirements (ISO
9000:2000)

Set of properties and characteristics of a product or service that

provides it with the ability to satisfy implicit and stated needs (ISO
8402)

Set of characteristics inherent to a product,a component of
product, or process, to wholly satisfy the customer’s requirements
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1. Concept of Software Quality

» What is Software Quality? Two different views:

Process quality:
Vision of development from the point of view of “Factory”

Establish a quality management system in a Company will allow it to
produce a quality product

Different standards follow this approach: ISO9000, CMMI, ISO 15504

CMM level Minimum Average Maximum
1 150 750 4,500
2 120 624 3.600
3 75 473 2,250
4 2 228 1,200
5 2 105 500

Relation between the number of defects and the CMMI level of a organization [Jones, 2000]
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1. Concept of Software Quality

» Product Quality VS Process Quality
Product quality is influenced by Process Quality
Important due to the difficulty to evaluate the quality attributes of a product
Difficulty to establish a relation between the SW product and process:

Application of individual abilities and experiences
External factors, as the novelty of the product

Develop .
—_—
Product Evaluate Product Quality

T NO l Yes
Improve process ¢—— Quality OK —  Standardize process

Define process —»

» Practices of process quality
Define process standards, such as reviews

Monitor the development process to ensure the product comply the
standards

=
=
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Inform of the process to the project management
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2. Product Quality

» Quality is a subjective characteristic:

For the customer: a quality product is the one that can be
labelled as “fitness for purpose”

» Quality is the satisfaction of the contractual requirements
by both the software product developed, as well as the
software development process

» Quality Characteristics (also called quality factors):
characteristic whose presence or absence in a product
determines its quality
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2. Product Quality

Quality in use
requirements. Used
to validate the
product by means of
metrics.

External Quality
Regq.

They are the criteria
(goal)used when a

product is evaluated.

They are detected by
users.

Internal Quality

Regq.:

* only perceived by
developers

* means for achieving
External Quality
requirements

8

Requiremroduct

Needs

Quality in Use 0 Quality in Use
Requirements

Determines Validation e
= = Indicates

External quality External

Requirements verficBtion quality

Determines Val?dnac’:ion LT
~ Indicates

Internal quality Internal

Requirements quality

< Verification :

Implementation

Quality in use:

It measures the extent to
which users can achieve
their goals in a particular
environment, rather than
measuring the properties
of the software itself

External Quality:

is the quality when the
software is executed,
which is typically measured
and evaluated while testing
in a simulated environment
with simulated data using
external metrics

Internal Quality:

is measured and evaluated
against the internal quality
requirements (e.g. source
code).
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2. Product Quality

It is recommended to use internal

gocfss ﬁ% PrOC?SS metrics having a relationship as strong
el ~ Metrics as possible with the target external
metrics. Why?
Affects ?Depends on g;‘% External y
| ~ metrics
' Affects
Internal —> External
Quality Quality Product
Characteristics <~~~ Characteristics
depends on A
s Internal Affects :Depends on
23{:} ) '
metrics :
" Quality Quality in use Product Cofnbe;ts
“ In‘use characteristics effects (7 oree

Metrics:

Does the product meet the user’s needs with
effectiveness, productivity, safety and
satisfaction?
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3. Product Quality Characteristics

» Quality Characteristics:
Attributes of quality of a product
Used to specify the Quality Requirements of a product

Not measurable

ISO 9126-1

| | | |
Functionality l Reliability \ l Usability \ l Efficiency \ Maintainability l Portability \
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3. Product Quality Characteristics

ISO 9126-1
|
| | | |
Functionality l Reliability \ l Usability \ l Efficiency \ Maintainability l Portability \
— Maturity
. ) The capability of the software product
r \ to maintain a specified level of

performance when used under
specified conditions.

— Fault tolerance

— Recoverability
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3. Product Quality

ISO 9126-1

I
| | | |
Functionality l Reliability \ l Usability \ l Efficiency \ Maintainability l Portability \
( )

The capability of the software product to avoid failure
Maturity as a result of faults in the software.

Subcharacteristic:
measurable The capability of the software product to maintain a

— Fault tolerance | specified level of performance in cases of software

faults or of infringement of its specified interface.

The capability of the software product to re-establish a
— Recoverability | specified level of performance and recover the
data directly affected in the case of a failure.
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3. Product Quality Characteristics

» Quality requirements are specified by using metrics that
should be used as criteria when a product is evaluated:

ISO 9126-2: external metrics: for external quality requirements
Measure the product quality by measuring the behaviour of the system

It can be used only during the testing stage and during the operational
stages

The measurement is carried out when the product is run in the system
environment where it must work

ISO 9126-3: internal metrics: for internal quality requirements

It can be applied to a non-runnable software product, during the initial
stages of the development process

They provide developers with the ability to measure the quality of
intermedium deliverables so that they can estimate the quality of the final
product

It allows the developers to identify the quality problems and initiate
corrective actions as soon as possible during the lifecycle development
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3. Product Quality Characteristics

It is recommended to use internal metrics

) Qual |ty SU b-ChaI‘aCtel’IStICI Matu I‘It)’ having a relationship as strong as possible

with the target external metrics. Why!?

External maturity metrics
Metric name Purppse of the Method of application Measurement, formula .and Interpretation Metric  Measure Inputto
metrics data element computations of measured scale type measure-
value type ment
Mean time How frequently does Count the number of a) X=T1 /A 0<X)Y a) A= Test report
between the software fail in failures occurredduringa b) Y=T2/ A The longeris Ratio Count
failures (MTBF) operation? defined period of operation the better.As T1 = Operation
and compute the average T1 = operation time longer time b) Time (test)
interval between the T2 = sum of time intervals between can be Ratio T2 = report
failures. consecutive failure occurrences expected Time
A = total number of actually detected failures between X =Time /
(Failures occurred during observed failures. Count
|SO 91 26'2 operation time) Y =Time/
Count

Internal maturity metrics

Metric name Purpose of the Method of application Measurement, formula and Interpretation Metric  Measure Inputto
metrics data element computations of measured scale type measure-
value type ment

Fault removal

How many faults have X=A 0<=X ratio X=count  Value A
been corrected? A=Number of corrected faults in design/coding A high value of =count ~ comesfrom
E i X implies, that fauit |
=3 V\f/?at"; the pro:g;ton Count the number of faults  Y=A/B s report.
i of faults removed? : :
@) 3 2 ad ;‘zs"_o‘r’vegog::‘“gnd compare A=Number of comrected faults design/coding <=y <=1 Value B
i it to'?he numger of faultsf)a B= Number of faults detected in review The closerto 1 Cptpe=
g ’ review
@' { detected in review during the better. absolute Y=count/co report
| SO 9 1 26'3 design/coding. (more faults unt i
removed) B=count
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2. Product Quality

ISO 9126-1
| | I | |
Functionality l Reliability \ l Usability \ l Efficiency \ Maintainability l Portability \
— Suitability
! ) The capability of the software product to provide
. functions which meet stated and implied needs
— Accuracy when the software is used under specified
\ ) conditions.
( ) This characteristic is concerned with what the
SJ| || Interoperability software does to fulfil needs, whereas the other
ﬁ% : g characteristics are mainly concerned with when
i ! | and how it fulfils needs.
hd. — Security
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2. Product Quality

ISO 9126-1

I
| | | |
Functionality l Reliability \ l Usability \ l Efficiency \ Maintainability l Portability \

The capability of the software product to provide an appropriate set of
functions for specified tasks and user objectives.

— Suitability

The capability of the software product to provide the right or agreed

| Accuracy results or effects with the needed degree of precision

The capability of the software product to interact with one or more

—  Interoperability specified systems.

N
J

The capability of the software product to protect information and data
— Security so that unauthorised persons or systems cannot read or modify them
and authorised persons or systems are not denied access to them.
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2. Product Quality

ISO 9126-1

I
| | | |
Functionality l Reliability \ l Usability \ l Efficiency \ Maintainability l Portability \

—  Time behaviour

The capability of the software product
to provide appropriate performance,
relative to the amount of —| Resource utilisation
resources used, under stated ‘
conditions
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2. Product Quality

ISO 9126-1

I
| | | |
Functionality l Reliability \ l Usability \ l Efficiency \ Maintainability l Portability \

The capability of the software product to provide

appropriate response and processing times || Time behaviour
and throughput rates when performing its \ )
function, under stated conditions. . \

— Resource utilisation

7
\

The capability of the software product to use
appropriate amounts and types of resources
when the software performs its function under
stated conditions.
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